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CARLO ALBERTO GIUSTI?
FILIPPO LUIGI GIAMBRONE?

THE DATA PROTECTION FRAMEWORK IN
GERMANY FOR THE OPERATION OF
EVALUATION PLATFORMS ON THE INTERNET
ON THE BASIS OF THE GDPR (GENERAL DATA
PROTECTION REGULATION)

Abstract (english)

Although the <<spickmich>> ruling of the German Federal Supreme Court provides
guidance on the process of evaluating reputational rating platforms, the balance between
personality law and freedom of communication will always depend on the design of the
platform in individual cases.”

! The article has been carried out under the scientific direction of Prof. Carloalberto Giusti, ordinary
Professor of comparative law and Rector at Link Campus Univeristy. The viewpoints are shared by the
Authors and the Article was jointly composed. However, 88 1, 2, and 3 are to be attributed specifically to
Carloalberto Giusti; §8 4, 5 and 6 specifically to Filippo Luigi Giambrone.

2 Dr. Filippo Luigi Giambrone, Phd Student at Aldo Moro University; Based on the "Spick-mich" decision of
the BGH of 23.06.2009 (Az: VI ZR 196/08, Fs: NJW 2009, 2888), the authors deal also in their contribution
with evaluation portals on the Internetin which the performance of certain professional groups is evaluated.
To this end, they explain the system of these platforms, in particular the "Spick-me" portal, which is
available for the evaluation of teachers, and their potential for conflict. Then the special features of online
publication compared to the evaluation by means of printed products such as e.B school newspapers are
discussed, in particular the findability of information in the portals via search engines.

In this connection, the authors present the exact functioning of the teacher evaluation via the above-
mentioned portal before devoting themselves in detail to the decision in which the BGH rejected a teacher's
right to erasure or injunctive relief. This right to erasure pursuant to § 35 (2) sentence 2 no. 1 BDSG is
examined by the authors of the contribution. In this context, the admissibility of the storage of the data is
examined, starting with the applicability of the BDSG with regard to the media privilege of § 41 BDSG. The
authors come to the conclusion that in the present case, in contrast to § 28 BDSG, it is a commercial data
processing within the meaning of § 29 sec. 1 BDSG and then weigh the personal rights of the plaintiff teacher
against the freedom of expression of the users from Art. 5 sec. 1 sentence 1 GG and the freedom of
broadcasting of the platform operators from Art. 5 sec. 1 sentence 2 Alt. 2 GG. As a result, it is found that the
freedom of communication in this case outweighs the right of personality. Thereafter, the claim for
injunctive relief examined by the BGH from §§ 823 para. 2, 1004 BGB analogous to V.m § 4 para. 1 BDSG is
addressed and a similar case of a platform in France is shown. The authors draw also some general
conclusions from the decision of the BGH with regard of the legal limits of evaluation platforms and finally
address the legal protection according to § 34 BDSG. Finally, they draw the conclusion that the decision of
the BGH is groundbreaking, but a consideration must be made in individual cases.

*1. The collection, storage and transmission of personal data, even without the consent of the data subjects
in the context of an evaluation forum on the Internet (www.spickmich.de), may not always be justified by
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The judgement in question can ultimately be understood as a "yes" to the assessment of
teachers' reputational rating platforms in Germany, however, in each individual case, in
order to asses the admissibility of those specific platforms, a weighting of the interests at
stake is necessary.

In its ruling, the German Federal Court (BGH) clearly stressed that in order to guarantee
full freedom of expression, representing a key legal asset of German ordering, certain
restrictions concerning the protection of personal rights must be taken into account. In the
final analysis, the standard of fundamental rights set out in the European Charter of
Fundamental Rights with regard to the possibilities for implementation should be applied
and the design of the balancing of interests under Article 85 of the General Data Protection
Regulation should be examined. One of the main reasons is to ensure a uniform standard
of fundamental rights within the European Union and its Member States. The national
courts of the Member States must comply with the case law of the Court of Justice in order
to ensure uniformity with European law. With regard to the General Data Protection
Regulation (DSGVO), as in the case of other regulations, the uniform application of the
fees relating to fundamental rights is to be preferred, since it is a binding regulation and
not a directive. An amendment to the Treaty of Lisbon, with a consequent shift of
competences with regard to the regulation of personal data or privacy to the European
Union in accordance with the principle of subsidiarity, closely linked to the principle of
proportionality, would ensure uniformity with European fundamental rights, given that
its action, even if not in an area of exclusive competence, is considered in this area to be
more effective than that undertaken at national, regional or local level. In addition, the
Google c/CNIL case is examined, which concerns the question of the so-called
territoriality of de-indexing. The issue being examined relates in particular to
where the action of the search engine should be limited and what implications the
new GDPR can have. The solution proposed by the Advocate General excludes the
possibility of worldwide de-indexation, however, by reason of the place referred to
in Article 3, the extraterritorial application of the GDPR could determine the
possibility of a worldwide de-indexation or geographical blockage, where in the
balance between fundamental rights, and in particular between the right to the

the media privilege enshrined in § 41 BDSG for the press sector, but nevertheless in accordance with § 29
para. 1no.1and 2 BDSG, if the evaluations only concern the social sphere of the evaluated persons, without
presenting an abusive criticism, an insult to formality or an attack on human dignity, and otherwise there is
no interest worthy of protection on the part of the evaluated.

2. § 29 BDSG must be interpreted in conformity with the Constitution, so that the provision takes due
account of the fundamental right to freedom of expression.

3. The admissibility of the transmission of data to requesting users must be assessed on the basis of an
overall balance between the personality rights of the evaluated persons and the interest in information of
the person to whom the data is transmitted via the Internet. In doing so, the legitimate interests of the
evaluated parties must be compared with the interests of the retriever in the knowledge of the data and the
person who transmitted the data in their disclosure. The type, content and significance of the disputed data
must be measured against the tasks and purposes served by storage and transmission.
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protection of personal data and privacy and the legitimate interest of the public in
accessing sought-after information, assuming that it is the first to prevail>>.

Introduction

Online forums, review platforms, online guest books and similar rating platforms
give visitors an easy way to express their personal opinions on a wide range of
topics. More specifically, this can be about the exercise of criticisms of restaurants
or inns, hotels or corresponding holiday destinations, but also of assessments by
employers, teachers or doctors. In this publication, the case law of the Supreme
Courtin Germany and Austria is discussed with regard to the doctor evaluation and
teacher evaluation platforms. How are entries such as <<empathy of a stone>> or
<<extreme unkindness>> or further <<Arrogance>>. Are the complaints made by
the doctors concerned subject to a scrupulous review so that the personal rights
that can be traced back to the rated doctors are adequately protected?
Furthermore, it can be pointed out here that evaluation portals have become more
and more important. Apart from whether they are doctors, hotels, teachers,
restaurants or employers, there is an evaluation platform for almost every industry,
which performs the following functions. On the one hand, they can help consumers
to find out about new offers. How are entries such as <<empathy of a stone>> or
<<extreme unkindness>> or further <<Arrogance>>. Are the complaints made by
the doctors concerned subject to a scrupulous review so that the personal rights
that can be traced back to the rated doctors are adequately protected? Furthermore,
it can be pointed out here that evaluation portals have become more and more
important. Apart from whether they are doctors, hotels, teachers, restaurants or
employers, there is an evaluation platform for almost every industry, which
performs the following functions. On the one hand, they can help consumers to
find out about new offers.

On the other hand, they are also a cost-effective advertising tool for rated people,
because good reviews lead to new customers as if on their own. As a result, negative
assessments have exactly the opposite effect. How are such situations to be decided
on Jameda*® or spickmick under the European General Data Protection Regulation?

* The admissibility of the collection, storage and transmission of personal data within the framework of a
doctor search and doctor evaluation portal on the Internet (www.jameda.de) if the portal operator leaves
his position as a "neutral" information intermediary. 1. The determination of a "legitimate interest" in the
exclusion of the commercial collection or storage of personal data within the meaning of § 29 para. 1
sentence 1 no. 1 BDSG requires a balancing of the interest of the person concerned in the protection of his
data and the importance that the disclosure and use of the data has for him with the interests of the users
(here: the doctor search and doctor evaluation portal "jameda.de"), for the purposes of which the storage
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The decisions taken on Jameda and spickmich are elaborated and subject to an
examination of the GDPR. The question also arises on the basis of the existing
evaluation portals, which legal problems regarding personality and data protection
can arise in the area of tension with the freedoms of communication. It is obvious
that in the future many professions will have to undergo more online evaluation.
As an example, portals from the USA can be cited, which serve as a model, where it
has been used for a long time, in this way®. For example, both literature and the
public have dealt with evaluation platforms, because the latter have dealt with the
courts several times. On 23.06.2009, the Federal Court of Justice had already
dismissed the appeal brought by a teacher from Nordrein Westfalen, who objected
to her assessment on the website www.spickmich.® Even university professors
have so far been unsuccessful in their complaints against the evaluation of their
courses on the side of www.meinprof.de have not been successful. In April 2008,
the Berlin Data Protection Supervisor imposed a fine against the operators of the
site for violating data protection regulations in order to prevent this circumstance
in the future’. This master's thesis aims to make admissibility requirements and
legal limits of personal evaluation portals clearer on the basis of the line of the case
law already passed®. On the contrary, it must be stated that the GDPR creates new
European uniform law, so that all courts in the EU must apply the same law. At
most, different practice may occur here. Rather, the question is looking to the

takes place, taking into account the objective value system of fundamental rights. In doing so.m, a balance
must be struck between the right of the person concerned to informational self-determination under Article
2.1 in conjunction with Article 1.1 of the Basic Law, Article 8.1 ecHR on the one hand and the right of the
operator and the interests of the users of the Internet portal to freedom of communication under Article 5.1
of the Basic Law, Article 10.1 of the ECHR on the other. (para.13)

2. If the operator of a doctor search and doctor evaluation portal stores personal data about doctors and
makes them available for retrieval, the storage of the doctors' personal data is generally permissible and a
claim for deletion according to § 35 para. 2 sentence 2 no. 1 BDSG is therefore not given (Festhaltung BGH,
23 September 2014, VI ZR 358/13, NJW 2015, 489). (para.14)

3.1f the operator of the doctor search and doctor evaluation portal displays in the free profile of an individual
doctor — in a crossbar highlighted in grey and marked with "advertisement" — a reference to competing
doctors of the same specialty in the immediate vicinity who have booked a so-called "premium package"
with him, the data of the doctors — stored and evaluated without or against their will — will be used as an
advertising platform for the paying competitors. In addition, if paying "Premium" customers do not display
advertising advertisements in their visually and content-specifically designed profile without this being
sufficiently disclosed there, the operator leaves its position as a "neutral” information intermediary, because
through this type of advertising it provides individual doctors with hidden advantages.

® Die AOK plant zum Beispiel bis 2010 einen Arzt- Navigator zur Arztebewertung.

¢ BGH, Zulissigkeit von Lehrerbewertungen im Internet, Urteil vom 23.06.2009 — VI ZR 196/08, Neue
Juristische Wochenschrift, 2888 (2009) (Ger.); Oberlandesgericht (OLG) Kéln, Urteil vom 03. Juli 2008 -15
U 43/08, MMR 2008, 672 (2008); Oberlandesgericht (OLG) Kéln, Urteil vom 03. Juli 2008 -15 U 43/08, K&R
2008, 540 (2008); LG Kéln, K&R 2008, 188- BeckRS 2008, 04451.

’Vgl. Pressemitt. Des Berliner Beauftragten fiir Datenschutz und Informationsfreiheitv. 22.4.2008, abrufbar
unter http://www.datenschutz-berlin.de/content/nachrichten/pressemitteilungen/22-04-2008.

8 Gounalikis/ Klein, Zuldssigkeit von personenbezogenen Bewertungsplattformen- Die ,Spickmich“ Entscheidung
des BGH vom 23.6.2009, NJW, 567 (2010).
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uture, namely how courts should now assess the business model of evaluation
tuture, ly h ts should the b del of evaluat
portals and whether the EU’s competence’ with regard to digitalisation' should
perhaps be more reflected in the light of current incentives.

1. Case law on teacher evaluations on the Internet <<spickmich>>
a) The facts of the case

The platform spickmick. de had been created as a student portal, which included,
among other things, a section <<my school >>. There, it was given the opportunity
to evaluate aspects such as the equipment of the school, the school building, but
also factors such as the party factor and the flirtfactor". In addition, the names of
teachers who worked and taught at the school could be entered on the
corresponding page under the menu item Teacher's Room. However, these
functions can only be claimed if students register with an appropriate e-mail
address, their school location and a user name. As aresult, a user profile is activated
by assounocing a password to the user name and sending it to the specified e-mail
address. Once logged in, the user can design his profile at will, contact other users
and interact with each other through messages. Teacher profiles with surnames
and subjects can therefore be created and viewed via the available teacher's room
function. With one click you reached the bottom, on which both the clear name and
the subjects of the respective teacher were depicted. In addition, criteria were
recorded in a rating module, as cited as an example <<cool and funny>>, or <<
motivated>>. Using the recorded evaluation criteria, grades of 1 to 6 of the grade
scores common in the school sector could be assigned to the corresponding
teacher.For an average of four individual ratings allocated, an overall score was
formed from the corresponding average. Gradings relating exclusively to grades 1
and 6 were taken and discarded and were not included in the overall assessment.
The teachers were given a button on this page << Something is not true here>>,
which could inform the operators about irregularities or abnormalities via the
users. The evaluation result eventually resulted in a certificate and could also be
printed out. If no revaluation is made within the next 12 months, the previously
allocated and registered assessments with the accompanying quotations have been
cancelled. In the case under which a certificate was recorded under the name of a

® Cfr. A.F.URICCHIO, Equilibrio finanziario e prospettive di riforma della finanza locale tra fiscalita di prossimita
e neocentralismo, in AA.VV., Per un Nuovo Ordinamento Tributario. Contributi Coordinati da Victor Uckmar
in Occasione dei Novant’anni di Diritto e Pratica Tributaria, Cedam.

0 Cfr. CARLOALBERTO GIUSTI, La gestione delle sopravvenienze contrattuali, rinegoziazione e intervento
giudiziale, 2018.

' Jahnel, MeinungsdufSerungsfreiheit und Datenschutz am Beispiel von Onlineplattformen, in, 1, S&R, 1, 35 (2015).
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teacher, who German the information of the school where she was teaching, in
which she was rated with a grade average of 4.3 on the basis of four pupil
assessments'. The quotes or comments made were not made public. The applicant
challenged that conduct on the part of the defendant and requested that the
defendants be punished for the deletion and failure to publish their names, school
and subjects taught in connection with the overall and individual assessment by
grades 1 to 6 in the categories referred to on the spickmich.de website, as well as
the citation and the function of testimony.

(b) The case-law handed down in relation to the case spickmich.de

A teacher who was assessed at www.spickmich.de with a grade of 4.3, however,
went against her assessment in the injunction proceedings. Subsequently, in the
main proceedings, it again tried to seek the cancellation or omission of the name,
school, subjects and their evaluation on the portal's website and thus to assert it.
Both LG and OLG came to the conclusion that the teacher's right of personality and
related data protection provisions were not violated by the assessment option"”.
This orientation of the case-law was confirmed by the BGH by judgment of
23.6.2009. The Sixth Civil Senate had decided on the substance that the teacher
concerned was not entitled to erasure of her data or to refrain from publication. As
regards the balance between the applicant's right to informational self-
determination, freedom of communication must be given greater weight. The
teacher concerned had now appealed against the BGH ruling'. However, it has yet
to be noted in the case itself that although the teacher had called the Constitutional
Court to clarify the question, it did not take up the appeal®.

c) The facts of the case

Claim for cancellation under Section 35 II No. 1 of the Federal Data protection Act

2 Jahnel, supra, in, 1, S&R,1, 35 (2015).

 Landesgericht (LG) (regional court) Kéln, 02.05.2008- 84 O 33/08, K&R, 188, (2008); Landesgericht (LG)
(regional court) Koln, 02.05.2008- 84 O 33/08, BeckRS, 04451(2008); Oberlandesgerichtshof (OLG) Kéln,
Urteil vom 03.Juli 2008- 15 U 43/08, Zeitschrift fiir IT-Recht und Recht der Digitalisierung (MMR), 672
(2008); Oberlandesgerichtshof (OLG) Kéln, Urteil vom 03.Juli 2008- 15 U 43/08, K&R, 540 (2008);
Gounalikis/ Klein, Zuldssigkeit von personenbezogenen Bewertungsplattformen- Die , Spickmich“ Entscheidung
des BGH vom 23.6.2009, NJW 2010, 568 ff.

" Bundesgerichtshof (BGH), Lehrerbewertung im Internetforum ,spickmich“ist zuldssig, in Neue Juristische
Wochenschrift (NJW), 2888, 2891ff. (2009).

¥ Bundesverfassungsgerichtshof (BVerfG) (German Federal Constitutional Court), Kammerbeschluss ohne
Begriindung vom 16.08.2010 - I BVvR 1750/09, 91 Fachzeitschrift jusIT, 1,188 (2010).
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The teacher took legal action and claimed that her profile had been deleted. Within
the meaning of Section 35 II 2 No. 1 of the German Data Code (BDSG), such a claim
exists if the storage of the relevant data is inadmissible. The name, school and
teaching subjects are corresponding to personal data section 3 I of the German Data
Protection Act (BDSG) as details of personal and factual circumstances of the
teacher concerned. The following individual assessments are also to be classified
as value judgments under the concept of personal data. The collection, processing
and use of personal data for the transmission is only permitted within the meaning
of Section 4 I of the German Federal Data Protection Act (BDSG) if the consent of
the data subject or alegal authorisation has been obtained. Since the consent of the
teacher concerned was obviously not available, the admissibility of the storage can
only result from Section 28 et seq. of the German Data Protection Act (BDSG).

1.a) Media Privilege of Section 41 of the Federal Data Protection Act

Telemedia are covered by the media privilege of Section 41 of the Federal Data
Protection Act only if they can be subsumed under the press term. This so-called
media privilege exempts press companies from the strict requirements of data
protection law when collecting, processing and using data for their own
journalistic and editorial purposes and thereby grants freedom of the press under
Article 5 1 2 GG'. However, the correct application of Section 41 of the German
Federal Data Act (BDSG) presupposes that the data is collected for its own
journalistic and editorial purposes. On the website www.spickmick.de, the ratings
collected are presented as an average grade. An average is thus calculated, but no
editorial processing is carried out by the platform operators, since the submitted
evaluations are sufficient for the preparation of text contributions. The survey is
only aimed at disclosing the reproduction of an average value without journalistic
editorial design, which is why the media privilege is not applied to evaluation
portals and thus excludes.

1.b) Demarcation between Sections 28 and Section 29 of the Federal Data
Protection Act

® Walz, in: Simitis, Bundesdatenschutzgesetz, 8.Auflage 2014, &8 41 Rdnr. 9; Gola/ Schomeurs,
Bundesdatenschutzgesetz, 9. Auflage 2007, § 41 Rdnr. 4.
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With regard to the spickmich case, the Court of Appeal had decided on the
admissibility of the assessments on the basis of Paragraph 28 I of the German
Federal Data Code (BDSG). This is applicable when personal data is collected and
transmitted for its own business purposes. The data processing must be a mere tool
for fulfilling an actual business purpose, such as collecting customer data for the
purpose of fulfilling a sales contract. Paragraph 29 of the BDSG, on the other hand,
presupposes the collection of data for transmission purposes. Data processing
embodies the social interest”. The collection of the individual reviews on the
www.spickmich.de is used for the transmission to the registered users to satisfy
their interest in information and does not pursue any further purpose. It should not
serve any further interest, such as contacting the persons concerned. It is thus
apparent that Section 29 of the BDSG is decisive. The rating system on www.
Spickmick.de is designed for a certain duration and is geared towards a refuting
data collection and transmission, so that this is a business-like data processing in
accordance with Section 29 I of the German Data Code (BDSG)"™.

1.c) Section 29 I BDSG

Both the name and the school and the teaching subjects of the teacher could be seen
from the school hompage. They thus arise from generally accessible sources within
the meaning of Section 29 I1 No. 2 of the Federal Data Protection Act (BDSG). The
storage of personal evaluations is permitted within the meaning of Section 29 (1)
No.1 of the Federal Data Protection Act (BDSG), provided that no legitimate interest
of the person concerned is violated”. This leads to a balance between the protection
to be granted of the right to informational self-determination of the assessor under
Art.2 sec. 1 in conjunction with Article 1 sec. 1 GG and the right to freedom of
communication under Article 5 sec. 1 GG*°. As regards the element of legitimate
interests, despite the lack of enshrinement in the wording of the provision, a
balance must be made between the interests of the responsible body and those of
the person concerned®. The objective value of fundamental rights achieves indirect

7 Ehmann, in: Simits (Hrsg), Bundesdatenschutzgesetz, 8. Auflage 2014, § 29 Rdnr. 15; Gola/ Schomerus,
Bundesdatenschutzgesetz, § 28 Rdnr 4, §29 Rdnr 2.

18 Gounalikis/ Klein, Zuldssigkeit von personenbezogenen Bewertungsplattformen- Die ,,Spickmich“ Entscheidung
des BGH vom 23.6.2009, NJW, 567 (2010)

®Cfr. A.F. Uricchio/ ]J. Radwanowicz-Wanczewska, Respecting an Individual’s Subsistence Minimum in
Administrative Enforcement Proceedings, 2 Rocznik Teologii Katolickiej, XVII (2018).

20 Jahnel, Meinungsdiuflerungsfreiheit und Datenschutz am Beispiel von Onlineplattformen, 1, S&R, 36, (2015).

2 Ehmann, DS-GVO, § 29 Rdnrn. 159; Gola/Schomeurs, DS-GVO, § 29 Rdnr.10.
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third-party effect through the burglary point of this balancing of interests. Teacher
evaluations represent value judgments that affect the social sphere, but not the
privacy of the respective rated person®. They constitute a part of the social reality
which cannot be allocated exclusively to the person concerned. The informational
right of the teacher concerned by the publication of personal data is confimised
with the freedom of expression of the users under Article 511 GG and the freedom
of broadcasting of the platform operators under Art. 512 Alt. 2 GG*. It is necessary
to differentiate at this point: the naming of names, subjects and schools are factual
assertions that are accessible to proof. Claims of fact fall within the scope of Article
511GGf they constitute or mix with an opinion formation. This is true of the above
information, because only on the basis of names, schools and subjects can users
find and evaluate the teacher via the school function®’. The evaluations expressed
can be subsumed under Art. 511 GG*. These are protected value judgments. Even
if the criteria are factual, there are dominant elements. Thus, the right of
personality of the assessed teacher is opposed to freedom of expression under
Article 511 GG. In doing so, the conflicting legal positions must be assessed in the
context of a comprehensive balance of goods and interests. For this purpose, it is
necessary, firstly, to explore the abstract value of the lagal positions opposite each
other and, furthermore, the concrete intensity of intervention. The right to
informational self-determination cannot be granted without restrictions*. The
individual develops his personality within the social community*’ and must endure
restrictions on his right to informational self-determination if these are due to
sufficient reasons of the common good, which appear to be decisive in an overall
balance?®.

With regard to the freedom of expression of Article 511 GG, the barriers referred to
in Article 5 II GG are applicable. With regard to the assessment to be carried out, it
is important to determine which sphere of personality protection is affected. The
evaluations by appropriate subject-related criteria such as << good teaching>>,

> vgl. dazu grdl. BVerfGE 7, 198 (204 ff) = NJW 1985, 257; Herdegen, in: Maunz/Diirig, GG, Losebl. (Stand:
Jan.2009) Art. 1 III Rdnrn. 59 ff; Gounalakis/Rhode (o.Fufin. 12), Rdnr. 189.

» So auch v. Coellen

24 Cfr. Ballhausen/ Roggenkamp, Personenbezogene Bewertungsplattformen, K&R, 403, 405 (2008).

** Bundesverfassungsgerichtshof (BVerfGE) (German Federal Constitutional Court), Beschluss vom 22.
Juni 1982 —1 BvR 1376/79 —, BVerfGE 61, 1-13; BVerfGE 61,1 (8), NJW 1983, 1415; BVerfGE 113, 29 (46), NJW
2005, 1917; BVerfGE 118. 168 (184), NJW 2007, 2464.

26 Gounalikis/ Klein, Zuldssigkeit von personenbezogenen Bewertungsplattformen- Die ,,Spickmich“ Entscheidung
des BGH vom 23.6.2009, NJW, 569, 569-71, (2010).

¥Cfr. A.F. Uricchio, Efficacia della convenzione europea dei diritti dell'uomo nell’ordinamento italiano con
particolare riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

*8 Bundesverfassungsgericht (BVerfG) (Federal Constitutional Court), 22.06.1982 - 1 BvR 1376/79, Neue
Juristische Wochenschrift (NJW), 419 (1984); BVerfG, 09.03.1988 - 1 BvL 49/86, Neue Juristische
Wochenschrift, 2031 (1988); BGH, 23.06.2009 - VI ZR 196 /0, Neue Juristische Wochenschrift, 2888, 2891(
2009).
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<<fair examination>> and <<well prepared>> reflect the quality of the professional
performance of the assessment object and thus concern the so-called social sphere.
The evaluation categories listed, such as cool and witty or human, on the other
hand, clearly affect the person of the rated teacher. It highlights the characteristics
of the teacher, which are not only reflected in the professional practice of the
assessor. However, it must be noted at this point that especially in the case of
teachers, their attitude towards a class is always also characterized by a personal
component. Teachers set role models for their students. During everyday school
life, teachers also share conscious personal characteristics through their
behaviour®.At this point, it must be concluded that, due to the specificites of school
activity, such mixed criteria only cover the social sphere’**.Because the assessment
of professional qualities according to the norm affects the social sphere and
because the fundamental right of freedom of expression also includes statements
in its area of protection in which facts and opinions are mixed, the court decided
that the information needs of pupils, parents and teachers, satisfied by the website,
were higher and thus reinforced <<basically a legitimate interest in information
about the professional appearance of the teacher>>. In the end, the specific
technical design of the platform was also important with regard to this assessment,
in addition to the low significance and the quality of the data: the user concept was
limited to information about a particular school and multiple registrations were
prevented. The relevant data could not be accessed via a search engine or within
the website by entering the name. Impairment of this sphere is permitted if there
is a corresponding interest in information from the public*. There is a fundamental
interest in information regarding the quality of teaching, apart from the actual
significance of such an assessment system, atleast for parents, pupils and teachers.
An assessment can help the exchange of views among pupils and help parents to
provide guidance. The corresponding teachers subject to evaluation will thus
receive feedback on the opinion of your students regarding their appearance and
acceptance of the latter, thus enabling their dialogue with them to be
improved**Furthermore, inspection and access to the submitted reviews at
spickmich is not limited to this area of interest, but anyone can register by entering
an email address. The BGH did not consider this fact to be important. On the

» Gounalikis/ Klein, Zuldssigkeit von personenbezogenen Bewertungsplattformen- Die ,,Spickmich“ Entscheidung
des BGHvom 23.6.2009, NJW, 569 (2010).

39 So auch Bundesgerichtshof (BGH)(German Federal Court), Urteil vom 23. 6. 2009 — VI ZR 196/08, Neue
Juristische Wochenschrift 2009, 2888, 2892 (2009) (Germ).

*'For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
AF. Uricchio, Efficacia della convenzione europea dei diritti dell’'uomo nell’ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

32 Bundesgerichtshof (BGH), Zulissigkeit von Lehrerbewertungen im Internet Urteil vom 23.06.2009 - VI ZR
196/08, Neue Juristische Wochenschrift, 2888,2893 (2009).
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contrary, he believes that the overly overwhelming barriers to access, namely the
knowledge of the teacher's name and school, are sufficient as a filter. It should also
be noted that a teacher's assessment is not accessible and accessible by simply
entering the name on the page or from a search engine. Teachers who are employed
in the public sector and interact with their pupils on a daily basis must be prepared
to monitor and assess their behaviour®.

Anillegal intervention in their social sphere would only be affirmed if it would lead
to stigmatisation or social exclusion or pillory®*.This is not the case for poor ratings,
but users can see the lack of objectivity of the teacher rating system. The absolute
limits to be observed and absolute with regard to the evaluation on an online portal
are certainly permeated if there is an inappropriate criticism of insult, formal insult
or violation of human dignity in the concrete evaluation®. Thus, the right of
personality would be affected in its human dignity and would be subject to an
unlawful infringement without further consideration®. The rating of the teacher
concerned at 4.3 does not belong to any of these categories. There is no other way
to the contrary from the anonymity of the assessments. The Internet is
characterized by the anonymity of its use. If the expressor satisfactorily confronted
with the circumstance of assigning a value judgment to their person, there would
be no free intellectual debate. Such restrictions conflict with the meaning of Article
5 1 GG of the liberal-democratic basic order. Furthermore, with regard to the
granting of the protection of assessments as value judgments, it is not decisive that
the evaluation system does not ensure a meaningful evaluation of teaching.
Freedom of expression is not subject to the limits of value judgments that can be
objectified in terms of content. To prevent defamation, the operators have setup a
button on the spickmich page <<something is wrong here>> to prevent such
grievances. In conclusion, the right to personality predominate in the balance of
freedoms of communication. The data collection and storage by the evaluation
portal does not conflict with the legitimate interests of teachers, so that storage is

3 Vgl. Palandt/Sprau, BGB- Kommentar, § 823 Rdnr. 96 (2004)

3 Bundesgerichtshof (BGH) (German Federal Court), 12.07.1984- VII ZR 123/83, Neue Juristische
Wochenschrift (NJW-RR), 2888, 2892(2009); Bundesgerichtshof (BGH) (German Federal Court),
21.11.2006-VI ZR 259/05, Neue Juristische Wochenschrift-RR, 619, 620 (2007); Bundesgerichtshof (BGH)
(German Federal Court, Urteil vom 07. Dezember 2004- VI ZR 212/03- 161 Entscheidungen des
Bundesgerichtshofes in Zivilsachen (BGHZ), 266, 269 (Ger.); Bundesgerichtshof (BGH) (German Federal
Court), Dez. 7,2004, Neue Juristische Wochenschrift, 592 (2005).

* Bundesgerichtshof (BGH)(German Federal Court), 12.07.1984- VII ZR 123/83, Neue Juristische
Wochenschrift, 2888, 2893 (2009); Gounalikis/ Klein, Zuldssigkeit von personenbezogenen
Bewertungsplattformen- Die ,Spickmich® Entscheidung des BGH vom 23.6.2009, Neue Juristische
Wochenschrift, 569 (2010).

% Bundesgerichtshof (BGH) (German Federal Court), Zuléssigkeit von Lehrerbewertungen im Internet
Urteil vom 23.06.2009 - VI ZR 196/08, Neue Juristische Wochenschrift, 2888, 2893 (2009); Staufer, Die
unfaire Professorenbewertung, Jura, 549, 551 (2009).
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to be regarded as permissible®’. A claim for deletion under Section 35 II 2 No. 1 of
the Federal Data Protection Act must be rejected. In the press release on the
judgment, however, the BGH emphasizes that the balance must take place for each
case. Depending on the design of the evaluation portal, cases are also possible in
which the protection of personality can predominate*®. Even if this BGH decision is
ultimately to be classified as a yes to teacher evaluation platforms, a balance of
interests must be made in Germany in each case when assessing the admissibility
of specific evaluation platforms®.

1d) Claim for injunctive relief under Sections 823 II, 1004 of the German Civil
Code (BGB) analogously in conjunction with 4 I BDSG

The Federal Court of Justice has also reviewed any claim to refrain from publishing
the data by transmitting it to users pursuant to Sections 823 II, 1004 of the Civil
Code analogous to section 4 I of the Federal Data Protection Act. Section 4 I of the
Federal Data Protection Act could be violated as a protection law if neither consent
to the transfer of data nor a statutory legal authorisation is given. In particular, the
transmission must be assessed separately from collection and storage. The
admissibility of the transmission must be checked in accordance with Section 29 II
of the Federal Data Protection Act. The user who calls the reviews must have made
a legitimate interest in the knowledge of the data credible and there would have to
be no legitimate interest on the part of the data subject in the sense of Section 29 II
1No 1.2 Federal Data Protection Act. The first requirement is already opposed to the
functioning of the Internet evaluation portal®. It is worth noting at this point the
anonymous evaluation, which conflicts with the presentation of a legitimate
interest. If Section 29 111 No.1 of the Federal Data Protection Act were to be applied
literally, the transfer of data would be inadmissible*.The establishment of an
evaluation system is complicated if each assessment requires the consent of the
party concerned. Critical or negative reviews would almost never be allowed. Both
Paragraph 29 111 No. 1 lit.a and Section 29 II 4 of the BDSG must be interpreted in

7 For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
AF. Uricchio, Efficacia della convenzione europea dei diritti dell’'uomo nell’ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

3% Bundesgerichtshof (BGH)(German Federal Court), 12.07.1984- VII ZR 123/83, Neue Juristische
Wochenschrift, 2888, 2893 (2009).

* Jahnel, Meinungsdiuflerungsfreiheit und Datenschutz am Beispiel von Onlineplattformen, 1, S&R, 37 (2015)

0 Gounalikis/ Klein, Zuldssigkeit von personenbezogenen Bewertungsplattformen- Die ,,Spickmich“ Entscheidung
des BGH vom 23.6.2009, Neue Juristische Wochenschrift, 569 (2010).

4 Schilde Stenzel, Lehrevaluation oder Prangerseite im Internet — www-meinprof-de- Eine datenschutzrechtliche

Bewertung, RDV, 104, 107 (2006).
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accordance with Article 5 of the Foundamental Law*. In the overall analysis, it is
ultimately necessary to determine whether the resulting protection of personality
requires a restriction of freedom of expression and information and whether the
teacher concerned has a worthy interest in excluding the transmission. The
personal right*® of the respective teacher runs counter to the information interest
of the portal user. For the purposes of the Federal Court of Justice, the registration
requirement for a predominance of the information interest, the low significance
of the assessments given, which affect the teacher only in her social sphere, and the
admissibility of the data collection. The transfer of data is thus permitted in
accordance with Section 29 II of the German Data Code (BDSG); a claim under
Sections 823 11,1004 of the German Civil Code (BGB) analogous to Section 4 I of the
BdSG must be rejected.

2.<<meinprof.de>>

The internet portal meinprof.de is similar to that of spickmich.de. This is an
Internet forum which since 2005 has enabled students to submit assessments to
lecturers and other teachers, subject to prior registration. The available evaluation
criteria can be summarized as follows: fairness, support, material,
comprehensibility, fun, interest, ratio note/effort. The grading is based on the
grade scale 1 to 5. Students will also be given the opportunity to comment on the
lecturers as well as on the courses they have attended. It takes 5 course evaluations
in order to publish an average evaluation of the course attended. In this respect,
two decisions of The German courts have been issued: in the first case, the
following entry in the platform could be retrieved:<< In the first semester hardly
any material mediation, in the specialisation semester it gets better; Psychopath
and he lives out this extensively with his students; really the last of this guy! This
statement was considered by the department of first instance to be an inadmissible
criticism of insults. The LG Berlin disagreed and narrowly rejected the existence of
insult criticism with a reference to the so-called terrorist daughter verdict. This
judgment was based on the following facts: the plaintiff of the RAF terrorist
Meinhof, defended herself against the name terrorist daughter in a dispute with a

“2 Bundesgerichtshof (BGH), German Federal Court), Zulissigkeit von Lehrerbewertungen im Internet Urteil
vom 23.06.2009 - VI ZR 196/08, Neue Juristische Wochenschrift (NJW), 2888, 2893 (2009)(Ger.); so auch
Ballhausen/ Roggenkamp, Personenbezogene Bewertungsplattformen, K &K, 403,408, (2008) ; unentschieden
Ploog, CR 2007, 668,669, (2007); Gounalikis/ Klein, Zuldssigkeit wvon personenbezogenen
Bewertungsplattformen- Die ,,Spickmich“ Entscheidung des BGH vom 23.6.2009, NJW, 569 (2010).

*3 For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
A.F. Uricchio, Efficacia della convenzione europea dei diritti dell’'uomo nell’ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.
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newspaper publisher. The BGH rejected the existence of an insult criticism and
drew a balance between the general right of personality and the right to freedom of
expression**, which gave priority to the latter right®. In another case, comments
such as << his ignorance he usually tries to hide by blah >> and << But nice slightly
confused examiner>> not qualified as an insult critique. In both court judgments,
an infringement of the German BDSG was also rejected. The LG (Regional Court)
Berlin relied on Paragraph 29(1) No.2 of the German Data Code (BDSG) and
assumed that the latter paragraphs were privileged, since in its view the professor
evaluations are freely accessible data. The LG Regensburg also stated as a
statement of reasons that there was no interest on the protection of the applicant
in the non-publication in accordance with Paragraph 29(1) of The 1 St. 1BDSG, since
the applicant's courses were open to the public.

2.1 Interim results

The judgment of the Federal Court of Justice reveals general limits on the
admissibility of personal evaluation portals, which are applicable regardless of the
individual portal design. The evaluation of the services of groups of persons
constitutes a value judgment protected by Article 511 GG. A comparison of the right
of personality to the assessed in the form of his right to informational self-
determination with the freedom of expression of the users is made*®. By carrying
out the evaluation on an online portal, one generally does not violate the right of
personality if the professional activity is given to an evaluation on the basis of
objective criteria. Concerns are generally raised by those Internet sites where the
rating objects are specifically subject to defamation, as in the case of recently
existing portals www.rottenneighbor.com and www.dontdatehim.com on which
neighbours or ex-friends have been assessed. An evaluation system must be
considered inadmissible whenever it is inherent in a formal insult, an attack on
human dignity or an insult to the rated*’.As far as the individual assessment is
concerned, the BGH has measured the admissibility of the individual in accordance
with data protection regulations. The collection and storage of data mustbe strictly
differentiated from the transfer to the users. Paragraph 29 I of the BDSG must be

** For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
AF. Uricchio, Efficacia della convenzione europea dei diritti dell’'uomo nell’ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

* Bundesgerichtshof (BGH), Urteil vom 05. Dezember 2006 — VI ZR 45/05 — Entscheidungen des
Bundesgerichtshofes in Zivilsachen.

6 vgl. Steffen/ Rozek/Coelin, Recht als Medium der Staatlichkeit, Festschrift fiir Herbert Bethge zum 70.
Geburtstag, Schriften zum Offentlichen Recht, Vol. 1130, 271, 279 (2009).

*7 Gounalikis/ Klein, Zuldssigkeit von personenbezogenen Bewertungsplattformen- Die ,,Spickmich“ Entscheidung
des BGH vom 23.6.2009, NJW, 570 (2010).
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inferred whether there is an conflicting interest of the assessor worthy of
protection, and in doing so, weigh up the variants of freedom of communication
and theright of personality. As a result of the assessment that only the social sphere
has been tackled, freedom of communication usually prevails. However, if the
evaluation criteria burden the intimate or privacy of the assessor, for example by
evaluating, as initially on spickmich.de, whether it is sexy, the balance in favour of
the right of personality may be unnecessary. Absolute limits are also in this case
insult, insult or violation of human dignity*®, which can be disregarded especially
when using a free text comment function. However, if the assessor is given false
statements about the citation function, such statements as false statements of fact
do not fall within the scope of freedom of expression. With regard to the
transmission of the data, it is necessary to examine whether there is an interest in
information in the knowledge of the assessment.*

Pursuant to Section 34 of the Federal Data Protection Act, the data subject is
allowed to request information about the data stored about him or her, the
potential recipients and the purpose of the storage. With regard to an unlawful
assessment, the person concerned is entitled to a claim for cancellation in
accordance with Section 35 II 2 No.l of the Federal Data Protection Act.
Furthermore, he is granted an injunction pursuant to Sections 823 II, 1004 of the
German Civil Code (BGB) analogously with Section 4 I of the German BdSG.
Subsidiary, a claim under Sections 823 I, 1004 of the German Civil Code (BGB) can
be considered analogously to Art. 11, 2 I GG for violation of the general right of
personality. Due to the anonymity of the assessments, in most cases no action is
taken against the perpetrator*®. The data subject can only assert his claims with the
operator of the platform. The liability of the operators in accordance with Section 7
II 2 TMG must be affirmed if they would not be responsible due to the liability
privilege of S. 10 TMG, but reasonable control possibilities existed in concrete
terms. Evaluation platforms are information and communication services within
the meaning of the TMG. The liability privilege pursuant to Section 10 TMG only
encomvarates the criminal and damages liability of the service provider, but not

8 For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
AF. Uricchio, Efficacia della convenzione europea dei diritti dell’'uomo nell’ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

* vgl. Landesgericht (LG) Berlin, Urteil vom 31. Mai 2007- Zeitschrift fiir IT-Recht und Recht der
Digitalisierung (MMR), 668 (2007).

%0 Cfr. A. F. Uricchio/ F. L. Giambrone, Schlussfolgerungen, in A.F. Uricchio, F.L.Giambrone, Entwicklungen im
italienischen Steuerrecht als Herausforderung des neuen europdischen Entwicklungsprozesses, Cacucci editore,
2020.
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also the disruptive liability iSv section 1004 (1) sentence 1 BGB, so that the website
operator can be held accountable by third parties and is responsible to them*".

3. Case law in Germany on internet portals with doctor evaluations

The structure of physician evaluation platforms is described below, because this is
of particular importance for the subsequent legal assessment. This is followed by a
discussion of some of the judges in Germany that have been issued so far on
medical evaluation platforms. The last section discusses the admissibility of these
internet portals, with a view to the new rules of the General Data Protection
Regulation.

(@) General search for a doctor

In Germany, there is no provision for the management of a list of doctors. At
Jameda- according to the operator of the platform- the addresses of the doctors
come from a leading provider for addressees in the German health sector®*. The
health insurance associations in Germany have the most up-to-date data on the
addresses and qualifications of all doctors and psychotherapists established in
Germany. Several of these bodies have set up doctor search services that are
accessible to patients online, or provide information by telephone®.

b) Premium packages paid for by doctors

In addition to the free standard fee, both of the doctors' portals listed here offer
premium packages for a fee. This will give the appropriate doctor a portrait photo
and receive additional additional benefits. Another important difference between
standard entry and premium packages is, for example, in the case of the Austrian
DocFinder, that when displaying the standard entry of a doctor at the foot of the
website, reference is made in a very conspicuous way to other doctors in the area,

*' Jahnel, Meinungsduferungsfreiheit und Datenschutz am Beispiel von Onlineplattformen, 1 Schule und Recht
(S&R), 37 (2015)

2 www.jameda.de/hilfe/?show=premium (abgefragt am 14.7.2018).

%3 S0 die Information auf www.kbv.de/html/arztsuche.php (abgefragt am 14.7.2018).
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who are among others premium customers of the portal operator of the same

name.

c) Doctors performed by patients - Assessments

The third section of the doctor search portals consists of evaluations of patients.
Highlighting the limits of admissibility of this part is an important concern of this
master's thesis. c.c) Judiciary in Germany The admissibility of the publication of
evaluation platforms on the Internet has occupied the courts in Germany for some
time. A decision of the Federal Court of Justice (BGH) was already issued in 2014 on
the leading platform for medical evaluations in Germany (www.jameda.de).

d) Facts:

The parties dispute the admissibility of the inclusion of a doctor in an evaluation
portal against his will. The defendant operates® a doctor search and evaluation
portal at the internet address www.jameda.de, where information about doctors
and providers of other auxiliary professions can be accessed free of charge. The so-
called basic data are offered as the defendant's own information. They include
academic degree, name, subject area, practical address, other contact details as
well as office hours and similar practice-related information, as far as they are
available to the defendant. In addition, ratings can be called up, which users have
evaluated in the form of a grade scheme and, if necessary, also in the form of free
text comments. Such a rating requires prior registration, with an e-mail address to
be verified as part of the registration process. The applicant is a resident
gynaecologist. In the portal of the complained, he is guided with his academic
degree, his name, his subject area and his practical address. In 2012, he underwent
an evaluation several times. At the end of January 2012, after the plaintiff became
aware that he had been assessed in the defendant's portal, he demanded that she
delete his entry completely, most recently by means of a lawyer's letter. The
defendant refused. The district court dismissed the action for the deletion of his
data published on the website www.jameda.de, for failure to publish his personal

** For a deeper understanding regarding federalism Cfr. A.F.URICCHIO, Italien der Autonomien. sanfte
Entwicklung und Fideralismus (zusammenfassung), in A.F URICCHIO, F.L. GIAMBRONE, Entwicklungen im
italienischen Steuerrecht als Herausforderung des neuen europdischen Entwicklungsprozesses, Cacucci editore,
2020.
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and professional data® on the said website as well as for the reimbursement of pre-
trial attorneys' fees.

d.d) Reasons for the decision:

The collection and publication of doctor's assessments on an internet portal is
carried out for the purpose of transmission, so that the admissibility under data
protection law must be investigated on the basis of Section 29 of the Federal Data
Protection Act; the media privilege does not apply. By including a doctor in a portal
for doctor evaluations, the doctor is violated in his right to informational self-
determination, moreover, the constitutionally protected right to practice the
profession is affected, corresponding assessments must be tolerated even without
obtaining the consent of a doctor, as long as there are sufficient possibilities to
prevent extensive violations of the law. As in the case of spickmich.de before, this
decision of the BGH also focused on a balance of interests between the interests of
the portal operator and the interests of the doctor concerned. The storage of the
data at issue must be regarded as admissible in accordance with Paragraph 29 of
the German Data Code (BDSG). The standard of examination is regulated
uniformly by the regulation of section 29 (1) sentence 1 BDSG. Admittedly, it is
undisputed that the so-called basic data were taken from generally accessible
sources. In a single analysis, the admissibility of their storage would therefore be
subject to the sentence , compared to section 29(1) of the sentence. 1 No. 1 BDSG to
examine the less stringent provision of Section 29 (1) sentence 1 no. 2 BDSG.
However, the circumstances of the dispute require an assessment in connection
with the storage of the assessments submitted, since only the joint use of the data
fulfils the purpose pursued by the defendant®®.Pursuant to Section 29(1) sentence 1
No.l of the German Data Protection Act (BDSG), the collection and storage of
personal data for the purpose of transmission is permitted if there is no reason to
believe that the data subject has a worthy interest in the exclusion of collection or
storage. The corresponding concept of the interest in which it is worthy of
protection, which is worthy of added value, requires a balance to be weighed up in
the interest of the data subject in the protection of his data and the importance
disclosed to him by the disclosure and use of the data, with the interest of the users

** For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
A.F. URICCHIO, Efficacia della convenzione europea dei diritti dell’'uomo nell’ ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

¢ vgl. Bundesgerichtshof (BGH), Urteil vom 23. Juni 2009 — VI ZR 196/08 —, Entscheidungen des
Bundesgerichtshofes in Zivilsachen (BGHZ) 181, 328-345; siche auch LG Hamburg MMR 2011, 488, 489;
Roggenkamp, K&R 2009, 571.
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for whose purposes the storage takes place, taking into account the objective order
of values of fundamental rights®’. For this consideration, the principles developed
in the judgment of the Recognizing Senate of 23 July 2009 must be consulted. For
the benefit of the doctor, the BGH has not only based on the right to informational
self-determination, but has also taken into account the constitutionally protected
right to the free exercise of the profession. On the other hand, Jameda had to be
assessed for the right to freedom of communication resulting from Article 5 of the
Foundamental Law in Germany. The defendant operates a doctor search and
evaluation portal on the website www.jameda.de, where information about
doctors and providers of other medical professions can be accessed free of charge.
For the benefit of the doctor, who is cited on the one hand as a resident
gynaecologist and, on the other hand, as a plaintiff in the dispute, the BGH
confirmed that negative assessments may well constitute a legally significant
interference with the right to informational self-determination. Of course, negative
reviews of a doctor can even put his professional existence atrisk. Nevertheless, the
BGH came to the conclusion that a doctor must also accept assessments without
his consent. With regard to its reasoning, the Bgh points out that doctors who offer
their services to everyone are basically also exposed to public criticism of their
services and must also endure them®®. Such criticism is to be endured as long as the
criticism is factual and not personally offensive. The limit is only crossed when
there is a risk of stigma, exclusion is to be feared or could have a pillory effect. In
this case, the BGH considered it important that Jameda does not take over the
medical evaluations unchecked and that the possibility is provided against the
publication of unauthorised assessments. All reviews are checked automatically by
Jameda. When abnormalities occur, a manual examination follows. In conclusion,
it can be stated that the BGH has indicated that evaluation portals may in principle
publish third-party assessments without the consent of the persons concerned.
Doctors are even complained about the fact that their reviews are freely available
on the Internet, and must accept them. However, it is necessary to ensure that the
persons concerned are given the opportunity to counter unjustified assessments on
a case-by-case basis.

e)  JamedaII (BGH 1.3.2016, VI ZR 34/15)

57vgl. BGHZ 181, 328= ZUM 2009, 753 Rn. 26; BGH NJW 1986, 2505, 2506; MDR 1984, 822 f.; VersR 1983, 1140,
1141; Gola/Schomeurs, BDSG, 11 Auf.,§ 29 Rn.11.

*8 For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
A.F. URICCHIO, Efficacia della convenzione europea dei diritti dell’'uomo nell’ ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.
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In a new case against Jameda, a dentist demanded the deletion of a negative
assessment and was able to obtain at least a referral back to the BerG. The plaintiff
dentist appears as the owner of a larger practice in which other dentists are
employed in addition to him. A rating was announced at Jameda for his person, in
which he received the overall score of 4.8. In terms of
<<Behandlung>>.<<Aufklarung>> and <<Vertrauensverhiltnis>>, the user gave
the worst rating. Commenting, the user said he had been careful to look at the
review. After the anonymous assessment was published, the rated dentist took
action against Jameda and challenged his discretion the unfounded and
unsubstantiated assessment. It even questioned whether the user had ever been
his patient. In view of this contradiction, Jameda has taken precautions and
provisionally blocked the submitted review and contacted the user. The latter
answered jam in the affirmative of Jameda's assessment, which was republished in
retrospect. Despite the request of the dentist, Jameda has neither disclosed the
identity of the dentist nor provided the requested confirmation of the user. After
the out-of-court procedure was unsuccessful, the doctor prevailed at firstinstance.
The Regional Court of Cologne followed the dentist's argument and substrated the
publication of the individual evaluations with note 6. The OLG Ko6ln had
overturned Jameda's conviction at second instance and dismissed the action in its
entirety. The BerG had classified the assessments of the dentist as an expression of
opinion. The plaintiff dentist claimed the defendant Jameda's website to refrain
from distributing an assessment made in a doctor's evaluation portal by a third
party. To which the defendant replied: << The grade rating corresponds to freedom
of expression and is protected by the law. In his feedback, the user explains which
events have led him to give such a grade assessment. Many patients describe their
results and experiences in short form and avoid a description of factual statements
(even if they correspond to the truth), as these are often unproven.>> As regards
the question whether treatment had taken place at all, the court satisfied that the
user had to confirm that. In the final term, that declaration could not be further
reviewed and, furthermore, it should not be made available to the doctor without
obtaining his consent. In the end, the BGH overturned the judgment of the BerG
without having itself taken a final decision. The procedure was also referred back
to the BerG for re-decision-making®’.

e.e) Reasons for the decision:

%% So die zutreffende Konklusion von S.Meyer in seiner ausfiihrlichen Entscheidungsbesprechung, jus IT
2016/54, 114 116.
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The Court of Appeal considers that the plaintiff is not entitled to refrain from
publishing or disseminating the contribution at issue against the defendant. In
support of its reasoning, it stated, in essence, that the defendant, who was only in
its position as host provider, could only assume liability as an indirect disruptor
with regard to the third-party content posted on its website®®. However, the
conditions required for that purpose, according to the blog entry decision of the
recognizing Senate, were not met in the pending dispute, since the defendant had
complied with the obligation to examine the proceedings which it subsequently
took with the measures taken by it and announced against the applicant. In a
September 2014 decision, the Senate ruled that doctors are not entitled in principle
to not being evaluated or listed at all on appropriate evaluation portals. Unless the
content is illegal, such assessments do not violate data protection law or the
personal rights of the assessor. In its grounds of judgment, the BGH initially denied
whether a review portal would adopt the ratings of its users®. Even if the
evaluations given are examined before publication, this is not sufficient to identify
them with the assessments submitted. Within a review, only a check is carried out
on a regular basis as to whether the content is not recognizably illegal or whether
a liability risk emerges from the assessments. Insofar as an assessment passes
through this examination successfully, it remains with a foreign content, which as
such is also clearly noted. However, in any case, a review of the foreign content
must be started from the knowledge of a possible personality injury. In doing so,
the BGH found that not only factual claims must be examined in the context of a
complaint, but also value judgments. In that regard, it is necessary to examine at
least one examination as to whether the underlying factual basis is at all true. A
doctor does not have to be expected to leave such assessments on his own, which
are not based on the reviewer's own knowledge. In doing so, it is primarily
necessary to determine the effort with which the provider has to verify, in
particular, factual basis for an assessment. In that regard, the BGH states that the
specific standard of assessment must be investigated with regard to the
circumstances of the relevant case and points out that the examination obligations
are subject to strict requirements. Nevertheless, the BGH argued that the operation
of an evaluation portal for doctors is a function approved by the legal system and
socially desirable. This clearly stated that the provider of a valuation portal must
carry out areview of its possibilities, the latter of which must not have an economic

¢ Bundesgerichtshof (BGH), Senatsurteil vom 25.0ktober 2011- VI ZR 93/10, Entscheidungen des
Bundesgerichts in Zivilsachen (BGHZ) 191, 219.

6! Cfr. A.F.Uricchio, Equilibrio finanziario e prospettive di riforma della finanza locale tra fiscalita di prossimita e
neocentralismo, in AA.VV., Per un Nuovo Ordinamento Tributario. Contributi Coordinati da Victor Uckmar in
Occasione dei Novant’anni di Diritto e Pratica Tributaria, Cedam.
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or disproportionate effect on the provider. In the specific case, the BGH took offense
to the concept of control practised by Jameda because only a formal examination
was carried out. For example, defendant Jameda stated << As part of our quality
audit, we wrote to the evaluator and asked for confirmation of the assessment, As
well as an explanation. The evaluator confirmed the evaluation in great detail.
Subsequently, we had no indications that led us to doubt the authenticity of the
evaluation. A check of this feedback is always done manually by us, especially
background data (e.g. e-mail address) which is sent with the submission of a
review, for a possible multiple evaluation. The grade rating corresponds to freedom
of expression and is protected by the law®>.>> Thus, even this decision of the BGH -
with regard to the referral back to the BerG- has still not brought with it the hoped-
for legal certainty regarding the operation of an evaluation portal and the action
against individual assessments. It can be concluded that doctors- as well as all
other professions must therefore accept the fact that they are judged in public by
their patients. It makes sense that this assessment can be carried out anonymously,
because otherwise every patient would have to be afraid of being directly
prosecuted by his doctor when expressing a critical assessment. In the recent
decision, the BGH has again stated that an evaluation portal cannot in any way be
persuaded to disclose information about its users and thus to hand them over to
judicial claims. In order to ensure that the doctor is not exposed to protection, the
case-law requires that a downstream examination of assessments, if they are
specifically challenged, be carried out. This obligation to carry out examinations
was established in this judgment by the BGH, after the first decision had dealt
primarily with the general admissibility of assessments. In the relevant case of
Jameda, the Federal Court of Justice thus requires that, if necessary, the discussion
with the doctor check whether the user has actually been treated by this doctor, if
this is disputed®. In its explanatory statement, the BGH assumes that the
formulation of the evaluation and the school grades awarded are a value judgment.
However, as the BGH correctly assumes, this form of evaluation, which is
fundamentally protected by freedom of expression (Art.5 sec. 1 GG), always
contains an actual verifiable basis - namely, the fundamental question of whether
such treatment has actually ever taken place at the doctor assessed®’. However, if
such contact does not exist, a correspondingly published assessment must be
considered as an unlawful attack on the general right of personality of the doctor.

62 Bundesgerichtshof (BGH), Urteil vom 1.03.2016-VI ZR 34/15, Entscheidungen des Bundesgerichtshofes in
Zivilsachen (2016).

¢ So die zutreffende Konklusion von S.Meyer in seiner ausfiihrlichen Entscheidungsbesprechung, 54 jus IT,
114,116 (2016)

¢t Herrmann/ Schwarz, Kommentar zu BGH, jameda .de I, 6 Wettbewerb in Recht und Praxis (WRP), (2016).

T HECARDOZO

CELB |:iiiiioi

LAWEBULLETTIN

The Cardozo Electronic Law Bulletin 28 (Fall) 2022 50



C.A. Giusti, F.L. Giambrone «The Data Protection Framework in Germany»

In this case, the BGH rightly notes, there is no legitimate interest in the publication
either by the author or the portal. In other words, no treatment can be evaluated at
all. At the end of the day, it's right. Thus, a criticism of insult must first be regarded
as such - the evaluator does not, after all, critically deal with a concrete, actual
matter, but simply devalues the person concerned without any reason®. The BGH
further specifies the burden of presentation and proof. The comments made by the
BGH on the burden of proof should be highlighted. The Court first of all assumes
that the dentist concerned is burdened with evidence for the fact that no treatment
has taken place in accordance with the general procedural rules. In the main
proceedings, therefore, the doctor affected by an assessment should lead to some
kind of negative proof. He should be able to prove that what is described in the
evaluation did not occur to him at all. This is a source of debate. As a general rule,
the person who expresses facts infringing personal rights must prove their
accuracy - and itis not for the person concerned to prove the untruth of the findings
made about him. The BGH has handled the problem in a different way. For the fact
that there has been a treatment or a customer contact at all, the portal meets a
secondary burden of presentation. He is expected to do some research. To this end,
the evaluator is asked to describe the alleged cherished contact with the person
concerned and even to provide supporting documents, for example by submitting
invoices.®®The Federal Court of Justice has even gone further, passing on this
secondary procedural burden to the pre-trial appeal proceedings. The BGH has
thus equated the procedural burden of proof of the corresponding portal with the
material inspection obligations of the portal in the complaint procedure. It is
obvious that the examination and forwarding requirements now required by the
BGH must already be observed in the complaint procedure. In the relevant case, the
portal had indeed received a feedback during the complaint procedure, which also
included some explanations. However, the portal had not forwarded this to the
appropriate doctor, but merely pointed out that the author had confirmed the
assessment. It was only in the course of the court proceedings that the user's
opinion was presented. The BGH has now referred the case back to the OLG
Cologne. The aim is to allow the parties to submit additional observations to the
audit measures taken by the evaluation portal. The portal is allowed to comment
on whether and to what extent the procedure now developed by the BGH from the
complaint procedure to the verification procedure has been handled. Otherwise,

¢ For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
A.F. URICCHIO, Efficacia della convenzione europea dei diritti dell’'uomo nell’ ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

¢ Herrmann/ Schwarz, Kommentar zu BGH, jameda .de I, 6 Wettbewerb in Recht und Praxis (WRP)
(2016).
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the BGH would consider the assertion that no treatment had taken place to be
admitted within the meaning of Paragraph 138(3) of the ZPO.

Jameda III (BGH 20.2.2018, VI ZR 30/17)

In this judgment, the BGH was called upon to decide whether the inclusion of a
doctor's personal data against her will in an evaluation portal on the Internet was
permitted. The applicant was aresident dermatologist and allergist. The defendant
operates a doctor search and evaluation portal at the internet address
www.jameda.de, where information about doctors and providers of other medical
professions can be accessed free of charge. The portal is visited by at least 5 million
Internet users each month. In the portal, the doctor was recorded as a non-payer
against her will without an image with her academic degree, her name, her subject
area and her practice address in the standard entry of the online portal Jameda.
When her profile was retrieved on the defendant's portal, the following physicians
<< were listed under the heading dermatologists in the area>> other doctors with
the same subject area and a practice close to the applicant's ordination. In addition
to the note from the other doctor concerned, it was also explained the distance
between his practice and the applicant's practice. The applicant has been awarded
several evaluationsin the past. In 2015, it challenged a total of 17 retrievable reviews
on the defendant's portal. After its deletion, the applicant's overall score had risen
from 4.7 to 1.5. The applicant then insisted on the deletion of its application. The
applicant then insisted on the deletion of its application. In that case, the BGH
upheld that action. The BGH had first referred to its preliminary judicature,
according to which it was clear that the storage of personal data was in principle
permitted with the evaluation of doctors by patients. However, the relevant case
stood out from the decision-making so far on a crucial point: jameda had left the
position of a neutral information mediator in the opinion of the BGH, through the
previously described practice of prominent references to doctors who paid
premium packages, which was linked to the evaluation portal. In the case of non-
paying physicians, in addition to the basic data and the evaluation of the
corresponding doctor, the Internet user was also shown information on locally
competing doctors with distance information and grades by means of a cross-bar
display. There is no sorting of the displayed doctors according to the overall grade;
it is not only doctors who have a better overall score that are shown. On the other
hand, the defendant does not hide competitors from doctors who have registered
with her for a fee and booked a premium package. The defendant advertises its
services to doctors by saying that the individually designed profiles of paying
customers are called up much more frequently. At the same time, by displaying his
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or her individualised profile on the profiles of non-payers, the paying customer
achieves additional attention from users. A premium entry also increases the
discoverability of its profile via Google. On the profile of its premium customers,
however, Jameda - without disclosing this sufficiently to the Internet user at this
point - did not disclose such fades, as already mentioned elsewhere. The BGH then
concluded that if Jameda thus withdraws in its role as a neutral information
mediator in favour of its advertising offer, the legal position based on the
fundamental right of freedom of opinion and media can be asserted only with lesser
weight than the applicant's right to the protection of its personal data. Thathad led
to a predominant position of the applicant's fundamental rights in the case
pending, so that it had a worthy interest in the exclusion of the storage of its data.
According to this judgment of the Federal Court of Justice, Jameda removed the
crossbar with the advertisements of locally competing doctors from the basic
display. Thus, the claim for cancellation no longer exists in so far as it could be
inferred from the judgment discussed.

f) Reasons for decision

The revision was successful. The BGH had upheld the action. According to
Paragraph 35(2) sentence 2 No. 1 of the German Data Code (BDSG), personal data
must only be deleted if their storage is inadmissible. That would be the case here.
Paragraph 35 of the BDSG, like the other provisions of the third section of the BDSG,
applies in the event of a dispute. The scope of the BDSG is open under Paragraph 1
II No. 3 of the BDSG that of the third section of the BDSG under Section 2711 No. 1
bdSG. As alegal person governed by private law, the defendantis a non-public body
in accordance with Paragraph 2 IV 1 of the BDSG and processes personal data
within the meaning paragraph 3 I of the BDSG, via the applicant using data
processing equipment. The media privilege within the meaning of Section 5711
RStV, 411 BDSG also does not preclude the unrestricted application of the BDSG®'.
However, due to the BerGer. findings are not considered to be the result of a
journalistic-editorial processing of the evaluations. According to the judgment of
the Senate of 23 September 2014 and paragraphs, it is not valid to store the
applicant's data atissue. 29 BDSG, since the processing of data is carried out for the
purpose of transmitting data. Since data processing is already inadmissible under
Paragraph 29 of the BDSG, it may be left to one side whether the data processing is
also used as a means of fulfilling certain business purposes of iSv 28 BDSG on the

7 Vgl. Senat, BGHZ 202, 242 = NJW 2015, 489 Rn. 12- Arztebewertungsportal II; BGHZ 181, 328 = NJW 2009,
2888 Rn. 17 f.- spickmich.de; ferner Simitis/Dammann, BDSG, 8 Auf., § 3 Rn. 7 ff.
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basis of the applicant's business model to be used in the dispute and is not
permitted under that provision. The standard of examination is uniformly decided
by the provisions of Section 29 I No. 1 of the German Federal Data Code (BDSG). It
is true that it is undisputed that the so-called basic data have been taken from
generally accessible sources. In a case taken individually, the admissibility of their
storage would therefore have to be assessed in accordance with the less stringent
provision of Section 29 11 No.2 of the BDSG, which is less stringent than Section 29
I 1 of the German Federal Data Code (BDSG). The circumstances of the dispute
presupposed an assessment in connection with the storage of the assessments,
since only the joint use of the data fulfils the purpose pursued by the defendant®.
Unlike the Jameda case, which was decided by the BGH in 2014, the defendant here
leaves the position as a neutral information mediator®.While it provides the
internet user who is not paying a doctor's profile with the basic data and the
evaluation of the doctor concerned and provides him with information on local
competing doctors by means of the cross-bar display, it does not allow on the
profile of its premium customer — without disclosing this sufficiently to the
Internet user there - such advertisements, which are informed about the local
competition. The applicant's right to informational self-determination prevails.
However, if the defendant thus withdraws in its role as a neutral information
mediator in favour of its advertising offer, it may, in its right to freedom of
expression and media (Article 5(1) sentence 1 of the Basic Law, Article 10 eCHR),
take advantage of the applicant's right to protection of its personal data (right to
informational self-determination, Article 2(1) of the Basic Law in conjunction with
Article 1., Article 8(1) of the ECHR) even with a lower weight, the BGH continued.
That leads to a predominant position of the applicant's fundamental rights in the
present case, so that it has a worthy interest in the exclusion of the storage of its
data (Section 29(1) sentence 1(1) of the BDSG). In the present case, the admissibility
of data storage is determined not only in accordance with Paragraph 29 of the
German Federal Data Code (BDSG), but also in accordance with Paragraph 28 of
the German Data Code (BDSG), since the defendant pursues its own business
purposes by using the data. It offers doctors the conclusion of paid contracts for the
design of their own profile, which is displayed to the defendant, in which, unlike
the basic profile of the non-paying plaintiff, no advertisements of direct
competitors are displayed. This obviously goes beyond the mere transmission of

¢ vgl. BGH, Urteil vom 23. September 2014 — VI ZR 358/13 —, Entscheidungen des Bundesgerichtshof in
Zivilsachen (BGHZ) 202,242-258; NJW 2015, 489 Rn. 24 — Arztebewertungsportal Il und BGHZ 181, 328; NJW
2009, 2888 Rn. 25; s. auch LG Hamburg, MMR 2011, 488 (489); Roggenkamp, K&R 2009, 571.

¢ BGH, Arztebewertung im Internet-jameda.de, BeckRS, 20426 (2014)
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data to the portal users™. This leads to a predominant position of the applicant in
the event that the defendant's interests, referred to in particular in the Senate
judgment of 23 September 2014, predominate the applicant's position on
fundamental rights, so that it has a worthy interest in the exclusion of the storage
of its data within the meaning of Paragraph 29 11(1) of the German Data Protection
Act (BDSG). Nothing else arises from the question of the admissibility of
advertising on websites under competition law. The dispute is not the case here,
but the question of whether there is reason to believe that the applicant has a
worthy interest in the defendant's exclusion of the collection or storage of its data.
This is the case after the foregoing”.

g) Jameda IV (OLG Hamm 13.3.2018, 26 U 4/18 (legally binding)

Morerecently, the OLG Hamm has had to deal with the question of whether Jameda
can be obliged to delete the patient evaluation, a patient forgoes education/advice
and her prosthetic solutions are partly wrong. In the procedure carried out, the
dentist was able to prove that her patient, who was responsible for the evaluation,
had in fact been informed by her. This could be found in the patient records of their
treatment with the dentist. Since it could be assumed that the patient could be
informed, the assessment on the medical portal that the dentist foregoing an
education/advice was therefore wrong, therefore Jameda had to be prevented from
publishing such a false fact”. On the other hand, in the context of a summary
examination in the interim proceedings, the General Court had not been able to
find that the factual assertion of its patient that the dentist's prosthetic solutions
were partly incorrect was not true either”. That question could not be resolved
without expert opinions, which Jameda was not obliged to obtain in the present
proceedings. In that regard, the request was not upheld in that regard, given that
the burden of proof was the inaccuracy of the allegations of error of treatment in
the relevant proceedings. In the end, Jameda felt obliged to remove the patient
evaluation, that the dentist forgoes an education/advice, from her platform, but
not the claim that her prosthetic solutions are partly wrong.

7O BGHZ 202, 242, NJW 2015, 489- Arztebewertungsportal II.

"'BGH, Aufnahme eines Arztes in Internetportal gegen dessen Willen- Arztebewertungsportal ITI, NJW 2018,
1888.

7 For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
AF. Uricchio, Efficacia della convenzione europea dei diritti dell’'uomo nell’ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

73 Cfr. Ch. Smekal, Stabilisierungspolitik im Bundesstaat, Wirtschaftsdienst, Verlag Weltarchiv, Hamburg, Vol.
58, Iss. 5, pp. 231-235

T HECARDOZO

CELB |:iiiiioi

LAWEBULLETTIN

The Cardozo Electronic Law Bulletin 28 (Fall) 2022 55



C.A. Giusti, F.L. Giambrone «The Data Protection Framework in Germany»

g.g) Reasons for decisions

The OLG Hamm was right to affirm the reason for the order. The supreme court
case-law has passed on the responsibility to the portal operators as to whether or
not an assessment complained of by the assessor is deleted. The portal operator is
responsible as an indirect disrupter from the time of knowledge of the
infringement’. If the rated person complains about an assessment with the portal
operator, the portal operator may be able to act to delete it. Since the operation of
medical evaluation portals with regard to other portals, in s. The BGH calls for a
careful examination of objectionable reviews by portal operators on news portals,
which from the outset carries an increased risk of personality injuries. If the
examination period were legally relevant to the question of the removal of urgency,
disabled doctors would soon have to apply for an injunction. This would make the
examination procedure pointless. The plaintiff in the order is entitled to refrain
from making the statement. The claim follows from Sections 823, 1004 of the
German Civil Code (BGB) analogously, Art. 1,2,12 GG. The statement complained of
falls within the scope of the applicant's freedom of professional freedom and
general right of personality. Honour and social recognition are particularly
affected, because it has thus been expressed that the plaintiff in the order, in this
case, does not comply with the necessary clarification and advice. This is why a
balance is being weighed between the insb. By Means of Art.1 sec., 2, paragraph 1
GG, the interests of the applicant in the protection of his social recognition and
professional honour, on the one hand, to weigh up the defendant and the freedom
of expression of T on the other hand with the freedom of communication enshrined
in Article 5(1) of the Fundamental Law. In that case, the interest of the plaintiff
prevails because the statement complained of is a finding of a false fact. For the
mere award of grades in individual sub-areas, the BGH has denied the existence of
a statement of fact. This is followed by the Senate, because the decisive criterion in
the classification can be seen in a grade scale, which by its very nature is essentially
of an evaluation character”. However, that is not the case with the statement at
issue and atissue. Itis expressly claimed that there is no information or advice- and
that of their complete absence. This is largely to be seen as a valuation. From the
point of view of the readers of the entry, there is a factual assessment which is open

’* BGH, , Zeitschrift fir IT-Recht und Recht der Digitalisierung MMR 2015, 726 m. Anm. Milstein-
Hotelbewertungsportal.

” Oberlandesgerichtshof (OLG) Hamm, Stoérerhaftung des Betreibers eines Arztebewertungsportals,
Zeitschrift fiir IT-Recht und Recht der Digitalisierung (MMR), 766, 768 (2018).
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to the provision of evidence. The necessary implementation or non-execution of
information and advice can be determined by means of objective means by means
of taking evidence by hearing witnesses and evaluating the treatment documents.
This cannot be countered by the fact that the average reader considers it probable
that the author of the relevant assessment is a layman who is regularly unable to
establish a treatment error. On the one hand, however, the layman is able to
determine if he is not spoken to about the treatment and the procedures. On the
other hand, itis not clear why readers should not perceive such representations for
factual information. They are hoping for well-founded statements as a decision-
making aid, which is difficult to reconcile with the assumption of mere lay and thus
unqualified statements. Normally, a patient is entitled to an injunction not to
distribute the medical data collected about him in accordance with Section 823 (2)
of the German Civil Code (BGB), Section 203 (1) No. 1 StGB (Criminal Code). In that
case, the T did not appear to have made such a claim. Instead, she made herself
available as a witness in opinion v. 3.9.2017. In the opinion of the Senate, this is a
implied consent to the exploitation of the medical records, especially since the
patient T herself disclosed in her affidavit the facts which, in her opinion, were
notable for secrecy. An incorrect collection of evidence would also lead to a
requirement to use evidence. Such a party would not apply for the reasons set out
above. The defendant is liable as a troublemaker. However, she is not classified as
an immediate disrupter because she has not adopted the content posted on the
Internet, i.e. has not visibly assumed the content responsibility for the
contributions published on the website as her own. However, she must be regarded
as an indirect disrupter. In the event of a breach of personal rights, the provider
must intervene if it is confronted with its specific complaint by the person
concerned in such a way that the infringement can be accepted in the affirmative
on the basis of the claim of the person concerned. The Federal Court of Justice’ has
also made requirements for the examination procedure, which go towards
obtaining the widest possible possible mutual opinions. The defendant complied
with these requirements. However, according to the Senate, the defendant did not
draw the right conclusions.

Even after the content of T's comments of 12.7.2017 and 3.9.2017, there were
discussions and statements with the plaintiff, so that the blanket assertion in the
evaluation could not continue. Furthermore, according to the opinion of 3.09.2017,
Ms T herself did not want to claim complete consent to the treatment. On this basis,
the statement of fact previously made could not be republished unchanged. The re-
publication on 10.10.2017 justified the liability as an indirect disrupter. It was for

76 Cfr. Ch. Smekal, Stabilisierungspolitik im Bundesstaat, 58 Weltarchiv, 231, 235.
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this reason that the defendant had to be ordered to refrain from failure on that
point, in accordance with the request. However, the plaintiff is not entitled to the
allegation to be injunctiond:<< Ms W's prosthetic solutions were partly false...>>.
A corresponding claim does not result from a violation of the general right of
personality in accordance with Sections 823 of the German Civil Code (BGB),
Section 1004 of the German Civil Code (BGB) analogously, Art. 1 and 2 GG.
However, there is also a statement of fact. The allegation of a false prosthetic
solution concerns the existence of treatment errors, which in turn is accessible
from the reader's point of view of the assessment. This applies indibelly in so far as
T manifestly complained in its opinion of 12.7.2017, citing the statement of two
dentists, a technically incorrect solution with regard to the crowns, and in the
opinion of 3.09.2017 refers in detail to the fact that the free bridge link solution is
technically flawed. In this respect, it has explanations on the acting forces and the
statics as well as on the need to supply the tooth No. 12 of a single crown. The
patient was out to complain about the fact of a treatment error. This also became
clear to the reader, who was wrongly accessible to the evidence and understood as
a statement of fact. An injunction is also not granted under Section 280 of the
German Civil Code (BGB) because of a violation of ancillary obligations arising
from the contract of use”. However, it can be stated that it states that the
assessment cannot be published if one of the reasons then given is implemented. It
may also be considered true that one of the criteria is specific to particularly serious
allegations. At the same time, the defendant refers to its examination procedure in
accordance with the present action, thatis to say, to the obligations of examination
which result from the highest court case-law. It would appear that such an
examination would be unnecessary if, in accordance with the guidelines of use, the
defendant had to refrain from publication in the event of serious allegations, apart
from publication. For this reason, it cannot be stated that the use directives should
impose far-reaching rights and obligations as the obligations imposed by the case-
law. There are no sufficient motives and indications as to such a weakening of the
defendant's own legal position. It follows that the defendant is only partially liable.
The LG's decision had to be amended in that regard.”

The General Data Protection Regulation”

77 Cfr. A.F. Uricchio/ G. Albenzio/A.M. de Cicco/ E. della Valle, Mercati Internazionali, Dizionario
merceologico, Edizioni scientifiche Ultra Limes, (2016).

8 vgl. Ch. Smekal, Stabilisierungspolitik im Bundesstaat, 58 Verlag Weltarchiv, 231, 235.

” Cfr. A.F.Urcchio, Italien der Autonomien. sanfte Entwicklung und Fideralismus (zusammenfassung), in A.
Uricchio, F.L. Giambrone, Entwicklungen im italienischen Steuerrecht als Herausforderung des neuen
europaischen Entwicklungsprozesses, Cacucci editore, (2020).
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Already from the overview of the highest judicial judiciary in Germany it can be
emphasized that a variety of regulations from the most diverse fields of law can
apply to the publication of postings, value judgments, product reviews, reviews,
insults, insults, etc. Reference is made below to those provisions of the GDPR which
played a role in the assessment of the three different parts that made up physician
evaluation platforms. Finally, the General Data Protection Regulation is referred to
with reference to its uniform integration in the Member States.

4.1) A single data protection in Europe

The European Parliament adopted the EU General Data Protection Regulation on
14 April 2016. The scheme will be applied directly in all EU Member States from 25
May 2018 (see Article 99 GDPR) and will replace Data Protection Directive
95/46/EC and a large part of the member states' legislation on data protection®. By
introducing this single European new regulation, the EU has implemented the
largest reform projectin the field of data protection in recent decades. The adoption
of the GDPR will revamp EU data protection law, codite the case law of the Court of
Justice of the European Union and significantly strengthen consumer rights within
the digital market®". Thus, on the one hand, the GDPR meets the need to update the
legal situation, which is largely due to the increase in data traffic and exchange as
well as the globalised digital market®>. The progressive networking and the
continuous acceleration of the economy and society have made an assertive
instrument for modern data protection necessary®’. The General Data Protection
Regulation (GDPR) puts a stop to the growing fragmentation of the market through
extensive European unification, thereby creating a level playing field and legal
certainty in the European internal market. However, it is not only economic
interests that have required a recasting of European data protection. On the other
hand, due to the digitalisation of everyday life, the fundamental right to the
protection of personal data as an individual right and its central codification in Art.

8 Verordnung (EU) 2016/679 des Européischen Parlaments und des Rates vom 27.4.2016 zum Schutz
natlrlicher Personen bei der Verarbeitung personenbezogener Daten, zum freien Datenverkehr und zur
Aufhebung der Richtlinie 95/46/EG (Datenschutz- Grundverordnung), abrufbar unter: http://eur-
lex.europa.eu/legal-content/DE/TXT/?uri=uriserv%3A0].L_.2016.119.1.200001.01.DEU.

8 Albrecht/Janson, CR 2016, 500-509, 501.

8 Cfr. Ch. Smekal, Verschuldungsbeschrinkungen und Verschuldungsverhalten der Gebietskorperschaften. Ein
Vergleich zwischen der Bundesrepublik Deutschland und Osterreich, in, G.Kirsch/ Ch. Smekal/ H. Zimmermann,
Beitrige zu 6konomischen Problemen des Féderalismus.

8 Zur Kritik an den durch die Handlungsform einer Verordnung entstehenden neuen
Rechtschutzkonstellationen s. Klar, Privatsphire und Datenschutz in Zeiten technischen und legislativen
Umbruchs, DOV, 103, 111(2013).
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8 GRCh and art. 16 TFEU have become enormously important. Interventions are
currently permitted under the GDPR on the basis of an explicit legal permission or
the active consent of the party concerned (see Art. 6 GDPR), and furthermore, an
intervention in the case-by-case assessment must be proportionate. The above-
mentioned duality of the legislative regulatory impulse highlights the general dual
role of data protection law®*: it proves to be a regulatory right with regard to the
exchange of data as well as an individual right of protection®*.There are, of course,
follow-up questions from the opening clauses contained in the GDPR. The far-
sighted new regulation raises important follow-up questions in the European
context. Answering follow-up questions will be the task of legal practice, the courts
and politics. This is particularly important for the opening clauses contained in
some places in the GDPR, some of which have caused criticism. For example, the
GDPRis partly alleged to have failed to achieve full European harmonisation of data
protection legislation®®.

4.2) Function of opening clauses

Opening clauses will encourage Member States to provide for specific provisions
on certain areas. Thus, in the field of public data processing, in the context of
legality requirements in Article 6 and restrictions on individual rights in Article 23,
the requirements for the consent of parental responsibility within the framework
of art. 8, the special legislation governing sensitive data within the framework of
Article 9, in the case of data processing in the employment context (Art.88), on the
restrictions on individual rights for archives, science, research and statistics (Art.
89 para. , in the case of the rules on access to public documents (Art. 86) and,
furthermore, for national indicators (Art. 87) as well as for the data protection
supervision of professional secretaries (Art. 90= and Kirchen (art. 91) in addition to
the GDPR, also apply parallel member state standards within the framework of
opening clauses. Such a regulatory technique is probably not uncommon in the
European judicial area, but this will prove to be a major problem with a view to full
harmonisation of data protection.

8% A.F.Uricchio Die zwischen der Haushaltsaufsicht, den auferordentlichen Finanzinstrumenten und der
sogenannten windfall taxes anfallenden kosten der sozialrechte, in A.F. Uricchio, F.L. Giambrone,
Entwicklungen im italienischen Steuerrecht als Herausforderung des neuen europdischen Entwicklungsprozesses,
Cacucci editore, (2020).

8 Vgl. Nettesheim in Grabenwarter, Europdischer Grundrechtsschutz, 2 EnzEuR , § 9 Rz. 52 (2014).

8 vgl. Schriftliche Stellungnahme von Alexander Roflnagel zum offentlichen Fachgesprich zur
Datenschutz- Grundverordnung am 24.2.2016 im Anschluss Digitale Agenda des Deutschen Bundestags,
Ausschussdrs. 18 (24) 94, S. L ff.
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The opening clauses in the GDPR underline that negotiation and consensus-
building have sometimes been difficult to achieve and that Member States have
essentially steadfastly insisted on certain room for manoeuvre within the
framework of an EU-wide standard that is fully harmonised. It is almost certain
that thisis also an effect which has been increasingly expressed by the choice of the
regulatory form, namely that of a directly applicable EU regulation. The regulatory
technology to be used with regard to the opening clauses in the GDPR requires a
profound debate. In view of the European compromise reached and the associated
success of far-reaching data protection through the GDPR, the possibility or
necessity of Member States' regulations should not be too confusing at first. At the
end of the day, the GDPR seeks to provide a comprehensive and, in principle,
complete uniform legal framework, but at the same time imply some design skills
and obligations for Member States. As a result, however, the regulation as a basic
regulation is more of a hybrid of regulation and directive. As a regulation, it merely
does not regulate all legal issues itself, but rather entrusts the Member State
legislature with a narrowly limited responsibility for the specification of the
uniform rules of regulation®” on the basis of opening clauses. The dissatisfaction
expressed in some cases in the treatments with the compromise reached on such
opening clauses, in particular with regard to Article 85 GDPR, is an attempt to unify
the data protection regime, but the competence of the EU would have to be
transferred in order to ensure a uniform regulation of data protection within the
EU.

a) Article 85 GDPR - Opening clause

The most important opening clause of the GDPR is reflected in Article 85 GDPR,
which contributes to regulating the relationship with freedom of opinion, press
and information. This provision is essentially in line with its predecessor standard.
Article 9 of the Data Protection Directive (RL/46/EC). Accordingly, by means of
legislation, Member States shall reconcile the right to the protection of personal
datain accordance with this Regulation with the right to freedom of expression and
information, including processing for journalistic and scientific purposes and for
scientific, artistic or literary purposes. Because of the clear wording, Member States
are obliged to regulate. They must bring about the required harmony themselves
through Member States' regulations.

b) No general media privilege

8 Ch. Smekal, Verschuldungsbeschrinkungen und Verschuldungsverhalten der Gebietskorperschaften. Ein
Vergleich zwischen der Bundesrepublik Deutschland und Osterreich, in, G.Kirsch/ Ch. Smekal/ H. Zimmermann,
Beitrige zu 6konomischen Problemen des Féderalismus.
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For the purposes of Article 85 GDPR, the use of personal data for journalistic,
academic, literary and artistic purposesis also covered. In order to useitin this way,
Member States must even provide for exceptions to the scope of the relevant data
protection law (see Article 85(2) GDPR) where this is necessary to align the right to
the protection of personal data with freedom of expression and information®®. Each
Member State shall forward to the EU Commission the legislation which it has
adopted in the light of Article 85(2) GDPR and shall immediately notify any
subsequent amending laws or amendments to those provisions adopted. (Art.
85(3) GDPR). Paragraph 2 is sometimes referred to as media privilege, which seems
hardly useful in terms of the necessary balance. That is probably due to the fact that
the media privilege to be completed by the Member States and thus to be awaited
inits actual execution cannot be considered as a general privilege of opinion, which
should, on the basis of the principle, be given priority over the right to protect
personal data. This would not meet the fundamental conflict of interest and, in
each case, particularly high levels of protection under the rule of law or democracy.

The general tension between data protection and freedom of expression

The right to the protection of personal data, on the one hand, and freedom of
expression, the press and freedom of information on the other, on the other,
regularly clash. A major reason for this is that the fundamental right to data
protection is conceptually, according to German legal history, emerging from
personal rights as a special outflow of the right to informational self-
determination®’. In a way, it is applied to personality rights, which in turn are
closely linked to human dignity (as is the fundamental derivation from Art. 2 sec. 1
GG i.V.m. Art. 1 sec. 1 GG in the dogmatics of the BVerfG. The fundamental right to
data protection in Article 8 of the GRCh is also based on that derivation, in which it
is in itself completely independent and seems to establish an autonomous scope of
application, which must also be considered as a protection mandate. The
protection of the data subject and less of the data itself is superficial. On the basis
of the protection of personal data, the fundamental right of freedom of expression
and information is precluded by a fundamental right which is also formulated

8 Albrecht/Janson, Datenschutz und Meinungsfreiheit nach der Da- tenschutzgrundverordnung. Warum die EU-
Mitgliedsstaaten beim Ausfiillen von DSGVO-Offnungsklauseln an europiische Grundrechte gebunden sind — am
Beispiel von Art. 85 DSGVO, Computer und Recht (CR), 500-509, 502 (2016).

8 vgl. Albers, Informationelle Selbstbestimmung, 15 (2005); Grimm, Der Datenschutz vor einer Neuorientierung,
JZ, 585, 585 (2013); Rupp, Die grundrechtliche Schutzpflicht des Staates fiir das recht auf informationelle
Selbstbestimmung im Pressesektor, 64 (2013).
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independently in Article 11 of the GRCh and is also enshrined in the member states'
constitutions or in Article 10 of the European Convention on Human Rights. The
resulting legal positions must be brought into harmony in this way by means of
practical concordance, so that both are optimally applied®®. The weighing of the
areas of freedom in question presupposes a fine-legal, differentiated solution. Due
to the technical advances and the ease of recording of photographs and video
recordings, as well as the ever-increasing possibilities of accessing personal data,
the difficulties of interference with private life and data protection have probably
increased. The necessary balance is being made in the Member States, including in
the tension between personal rights on the one hand and freedom of expression,
the press and freedom of information on the other. However, general far-reaching
regulations in the form of legislation are likely to prove difficult in this balancing
process, which is always dependent on individual decisions. At this point it should
be noted that with the opening clause. In Article 85 GDPR, a crucial question of the
extensive field of data protection remains referred by the EU legislature to the 28
National legal systems. This area of regulation is therefore largely taken up by the
Member States. It therefore seems that, with regard to this field of balance, the
objective of comprehensive harmonisation has been completely lost. The main
reason for this is, first of all, the fact that the EU has so far not been able to provide
regulatory information in the Member States in the areas of freedom of expression,
the press and information. legislative action and was not able to establish
comprehensive competence in this respect either. Furthermore, the Member States
would not have accepted any further substantive provisions on these relevant
regulatory areas with regard to binding data protection legislation. The
fragmentation of Europe seems too far-reaching here, and the resulting divergence
between the Member States is still too great®. At this point, it can be pointed out
that Member States' autonomy in terms of European harmonisation seems
undesirable precisely because, in the recent past, standards of protection for
journalism and artists have been softened in parts of Europe. This can be
illustrated, for example, in the course of the media legislative reforms carried out
in Hungary and Poland, as well as the ongoing discussions on the control of public
service broadcasting, as in Italy, among others. This development is likely to have
reduced the necessary confidence in the standards of the rule of law in many
respects. The fact that Member States could now use data protection law as a

%0 Zur praktischen Konkordanz grundlegend Hesse, 20 Grundziige des Verfassungsrechtes der
Bundesrepublik Deutschland, Rz. 72 (1999).

°! Albrecht/Janson, Datenschutz und Meinungsfreiheit nach der Da- tenschutzgrundverordnung. Warum die EU-
Mitgliedsstaaten beim Ausfiillen von DSGVO-Offnungsklauseln an europdische Grundrechte gebunden sind — am
Beispiel von Art. 85 DSGVO, CR, 500-509, 503 (2016)
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further lever to restrict freedom of the pressis likely to have increased this mistrust,
among other things. In view of this overall policy scenario, criticism of Article 85
GDPR became increasingly loud in the course of the legislative process. on the other
hand, it can be argued that the examples given above concerning the weakening of
the standards of protection are individual cases which, from a european point of
view”?, conflict with the obligations under primary law, in particular the rule of
law, and the case-law that gives rise to them. The question arises as to what, in view
of the absence of explicit Europe-wide standards within the scope of the GDPR,
could therefore be a balance in terms of national legislative possibilities®*.

The problem of fundamental rights

The balance that is at the heart of the national legislators is essentially a question
of individual, conflicting freedoms, which are delimited in the European legal
systems by the areas of protection of fundamental rights. In resolving this problem,
the national legislature must therefore, above all, put into question the
fundamental rights which it must comply with with regard to its legislative
activity. Since this is the problem of the question of fundamental rights to be
applied, the problem arises as to which level of fundamental rights to apply. With
regard to the subject matter of the examination - in this case the intervention of the
national legislator on the basis of a European regulation - both national
fundamental rights from the respective constitution and European fundamental
rights can be taken into account under the Charter of Fundamental Rights.
Furthermore, the ECHR acts as another European standard, which ultimately
results in a three-tier system of fundamental protection. Thus, the problem is
overlaid from the level of the simple law of the regulation upwards to the
constitutional level. The resulting difficulties of delimitation between the
fundamental rights levels have been simmering in the case-law for some time. It
must be stressed that the debate on fundamental rights is often mixed up with
other issues such as the competence of the final decision. This is due to the fact that
the wider the scope of European fundamental rights, the wider the jurisdiction of
the ECJ], whereas that of the BVerfG is consequently pushed back. It is also
necessary to examine whether the Member States, when the opening clauses are to
be filled in, implement se-re-enactment of EU law, that is to say, act within the

2 Cfr. Ch. Smekal, Verschuldungsbeschrinkungen und Verschuldungsverhalten der Gebietskorperschaften. Ein
Vergleich zwischen der Bundesrepublik Deutschland und Osterreich, in, G.Kirsch/ Ch. Smekal/ H. Zimmermann,
Beitrige zu 6konomischen Problemen des Féderalismus.

» vgl. Rangliste der Pressefreiheit vom 20.4.2016 von Reporter ohne Grenzen ( abrufbar unter:
https://www.reporter-ohne -grenzen.de/rangliste/2016 /ueberblick.
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scope of EU law and, in that way, are fully subject to European fundamental rights.
The EC]** believes thatif European law does not give any scope for implementation,
European fundamental rights mustbe applied. Furthermore, the ECJ considers that
the application of European fundamental rights is also necessary in cases where
details are regulated by the Member States, but they can choose between several
options — thus there is scope for implementation. The application of European
fundamental rights in situations such as the present weighing up of the provisions
of the GDPR, which are referred to in Article 85(2), with freedom of expression,
press and information, is likely to have been further strengthened by the broad
interpretation of Article 51(1) of the GRCh in the Akerberg Fransson decision of the
EC] in 2013. The ECJ has extended its jurisdiction and scope in the area of
fundamental rights to a great extent, without encountering significant opposition
from the Member States' constitutional courts in the respective cases.

E) Member State leeway on Article 85(2) GDPR

To the far-reaching extent of Article 85(2) GDPR and article 85(1) GDPR, including
questions of scope and remedies, liability and sanctions, a sector-specific provision
is provided for by Member State law, to the extent that such legislation is deemed
necessary to link data protection with freedom of the media and freedom of
expression. Particular attention is paid to the possibility of restricting the right to
be forgotten (Article 17(2) GDPR) in the interests of freedom of expression and the
guarantee of free discourse, especially in the light of the decisions taken in recent
years”. However, since freedom of expression and media is therefore universally
constitutory with regard to a liberal democracy, there is an obligation for the
German legislators in the Federal Government and especially for the Lander to
regulate, so that the general data protection, which is not tailored to the media and
the arts, seems to crush the freedom to express and communicate. This is especially
true because the existing data protection press privilege only claimed to apply to
institutionally consolidated journalistic and editorial media actors and not
explicitly for the entire area of opinion and media. In this respect, the extent to
which the concept of journalism will be redefined by the legislature is decisive.
Media and cultural law is a matter for the Linder. An implementation by the
Confederation, for example in the manner of Section 41 (1) of the German Federal
Data Protection Act (BDSG) (BDSG) is not deemed necessary. Until 2018, the press

°* Ch. Smekal, Stabilisierungspolitik im Bundesstaat, Wirtschaftsdienst, 58 Weltarchiv, Iss. 5, 231, 235.
% Art. 85 (2) DSGVO.
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data protection law, especially in its main features, was regulated in Section 41 of
the German Federal Data Protection Act (BDSG).

The federal government's legislative competence originally arose from Article 75(1)
no.2 of the Basic Law. However, according to the federalism reform in 2006, which
abolished Article 75 of the Basic Law, it had become questionable for the old BDSG
whether the framework legislative competence, which continued under Article 125
a. paragraph 1 sentence 1 GG, still allowed the Confederation a corresponding
regulatory competence®®, at least for the press sector. Admittedly, the Federal
Government is granted the right of editorial development with regard to such
framework legislation. Against the background of the comprehensive EU data
protection reform and the fundamental transformation of the BDSG, however, it
will be possible to assume with good reason that the federal government no longer
has any competence. However, the majority of Media- and art-related German law
is already state law, especially in the form of the press and media laws of the Lander
as well as the Broadcasting State Treaty and in future the Media State Treaty. The
Lander had to implement less substantive changes in the implementation and
implementation, but rather to react to the change to the direct applicable
ordinance and the abolition of federal law. In any case, the legislators in the federal
government, and especially in the Lander, are now reluctant to use the entire
standard in terms of media, cultural and utterance law to comply with the
requirements of European law, in particular. to implement the principle of
necessity. In the German constitutional order, media and culture are a matter for
the Lander. This is enshrined in Art. 23 sec. 6 sentence 1 GG. However, the
notification under Article 85(3) GDPR is, however, also a federal matter to the EU
because of the responsibility for the external representation of the general
government. The opening clause in Article 85 GDPR leaves a crucial question of the
broad field of data protection referred by the EU legislature to the 27 member states
of the law. This area of regulation is largely confined to the Member States. Itis thus
possible to state that the objective of far-reaching full harmonisation has been
completely missed with regard to this field of weighing”’.

Digitisation and Europe

Many politicians, stakeholders, journalists and legal scholars have made it their
mission to point out, by means of various examples, that in times of globalisation,

% Cfr. Ch. Smekal, Stabilisierungspolitik im Bundesstaat, Wirtschaftsdienst, 58 Weltarchiv, Hamburg, Iss.
5,231,235,
7 Maiwald, in, Schmidt-Bleibtreu/Hoffmann/Henneke, GG, 14. Auf. 2018, art. 125 a Rn. 13.
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European integration and other international trends (information technology)
larger administrative units than federal states should be demanded and, in
addition, competence adjustments, often leading to highly centralistic demands,
have to be carried out’®. The argumentation guidelines are based primarily on
decision-making and administrative costs considerations and, in accordance with
the zeitgeist surrounding public tasks, fit into the general complaint about too
much bureaucracy, too high administrative costs, too many civil servants. From a
financial economic point of view, however, they often prove to be reductionist or
simplistic and follow more well-known but in many respects one-sided plausibility
of literature as research-systematic evidence. Two arguments have been taken up
at this point: since the assessment of a state organisation from a financial and
economic point of view alone requires not only a cost and a benefit-resp
opportunity cost evaluation, and should be familiar to everyone that, in addition to
the pure administration costs, other cost potentials such as information gathering
and control costs could be legally relevant, the published assessments all too often
relate to a single dimension of the costs, alternating with the quantitatively easier-
to-represent decision-making and administration costs.

It should be noted that for reasons of hypothetical notion that << size means low
costs in the case of administration>>, the greater the cheaper, the more recent
results of financial-economic research are omitted. Research results provide
evidence that larger can also mean more expensive. Other authors, on the other
hand, are committed to the hypothetical belief that there is underutilisation of
capacities (frequency problem) or a problem of lack of participation in the areas of
responsibility they highlight. The aforementioned utilization or participation
studies are usually missing as justification. Again, other authors agree with the
hypothesis that the specific local or national awareness and thus the desire for
independent representation decreases over time. Representation decisions in
larger, centralized administrative and governmental organizations would then be
accepted.It must, of course, be pointed out in the latter context that homogeneous
performance of tasks, which are in fact to be granted in the sense of uniformity of
living conditions, can therefore be determined <<uniformly>> can only be
organised according to minimal cost considerations of the most favourable level of
organisation. Where room for manoeuvre is provided for, desirable and
economically sensible, and perhaps even necessary, in addition to the balances
made by the decision-makers and administrators, those on the part of the citizens
mustbe protected and substantially taken into account. These considerations must
be putin the historical as well as spatial context. Such considerations are ultimately

8 Vgl. Chr. Smekal/ E. Théni, Osterreichs Féderalismus zu teuer?
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exaggerated by society as a whole (e.B. division of power, democracy, subsidiarity,
as well as macroeconomic systemic decisions. If today, for example.B orderly
location competition is accepted as an efficient instrument for the establishment
of companies, appropriate room for manoeuvre in spatial planning at all levels is
desirable and advantageous. The question arises that the GDPR, e.g. in Europe or
several implementing laws of the respective Member States or Lander follow in a
federal state, the diversity of which raises the usefulness of the distribution of
competences”.

Federalist Sub-Principles

The economic and financial analysis of the distribution of tasks and financing in
federal countries draws on the following assessment criteria in the form of federal
sub-principles. The principle of fiscal equivalence and consistency of benefit
dispersion and territory should be mentioned here. Olson points out that, from an
economic point of view, an optimal federal structure is only achieved when the
collectives making decisions on the relevant provision include all beneficiaries,
stakeholders and stakeholders. As the goods and services provided are scattered
throughout the area, the territory should cover the area of benefit diversification'°.
The former is referred to as the correspondence principle of the latter as a principle
of congruence'". If the territory and the scope of the benefit spread differ, external
effects, also called spillovers, occur. In the case of spillouts, for example, citizens
outside the territory benefit from the goods in question, but without contributing
to the costs. An attempt should therefore be made to internalise all externalities,
i.e. to reconcile beneficiaries and payers. Ultimately, this would result in a large
number of optimal single-issue organisations. It cannot be concluded from this
that it would be useful to create a different deployment organization for each
function or task. The large or large number of such organisations would no longer
be possible from both the private and private sides, but would ultimately no longer
be manageable and co-determined by the citizen. There are also various, in many
cases high fixed costs associated with setting up the diverse delivery organizations.
For this reason, in reality, different tasks and individual tasks are combined into a
multifunctional government unit (jurisdiction). This is achieved in particular with
the same spatial dispersion of the benefits of different tasks, but also in those cases
where the costs of spillovers are lower than the cost savings with more

9 Vgl. Chr. Smekal/ E. Théni, Osterreichs Foderalismus zu teuer?

190 E. Théni, Politékonomische Theorie des Foderalismus, (1986).

1D, Biehl, Die Reform der EG- Finanzverfassung aus der Sicht einer 6konomischen Theorie des Foderalismus , in
M. E. Streit (hrsg.), Wirtschaftspolitik zwischen 6konomischer und politischer Rationalitat, (1988).
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decentralized provision in the sense of, for example, optimal provision of
competence'®>.

5.2) The principle of subsidiarity

From an economic point of view, this widely used principle requires that the lower
or smaller local authority should take priority in the provision of public goods and
services when the preferential or frustration costs play a significant role in relation
to production/supply costs and can thus be reduced. The corresponding principle
is interpreted to the extent that in the event of a conflict - i.e. when the delivery
costs increase more than the preferential costs decrease - the preferential costs are
more weighted and the performance of tasks remains at the lower level. A
particular problem of the application of this principle is the case of interpretation
of the principle of subsidiarity in the EU Treaties. In contrast to the above, the EU
Treaties are also interpreted in part as follows: whenever the EU level can perform
tasks equally well or better than the national levels, it should take over the tasks. In
the meantime, however, the majority is calling for the interpretation that, if the EU
wants to take up tasks or want to take over, it, and not the national levels, must
demonstrate its advantage.

5.3) The principle of optimal competence differentiation

As reality shows, it is necessary to draw the boundary between full competences
and sub-competences, which are or are assigned to different competences. In the
case of assignment to several levels, it follows that the individual levels are no
longer autonomous in the performance of the sub-tasks. Instead, the tasks must
now be carried out more in cooperation with the other body. As a consequence, the
problem of transaction costs almost inevitably follows policy interdependence.
When weighing up when the benefits of cooperation outweigh the disadvantages
of policy integration, the corresponding preferential costs are very important.

6) Strengthening the EU's digital and technological sovereignty

As announced by the EU, Europe must become digitally and technologically
sovereign in order to remain capable of action in the future. The EU wants to

192 ygl. Chr. Smekal/ E. Théni, Osterreichs Foderalismus zu teuer?
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provide common responses to deal with technical developments in artificial
intelligence, cyber or quantum computing. Europe cannot rely on foreclosure. It is
in their fundamental interest to use and develop their innovative strength as a
research-heavy continent with a broad industrial base in a fair competition. Europe
must have its own skills at the top of the international level in key technologies, but
in cooperation with like-minded partners it must ensure the openness of the

European internal market'®’

. High-performance, secure and sustainable digital
infrastructures are an important foundation. Common European standards and
standards must go hand in hand with the development of new technologies. It is
also important to ensure that the European foundation of values is transferred into
the digital age. With regard to European data policy, the focus is on innovation,
responsible use, sustainability, data literacy and security. European data
governance must be promoted, for example with regard to the agricultural sector
and the use of data in the transport sector. A real European health data area must
be setin place and the development of a << Code of Conduct>> on the use of health
data. Europe must promote responsible, public and human-centred development
and use of artificial intelligence (AI).The aim is thus to make the enormous value-
creation potential of the key technology of artificial intelligence usable across all
sectors. Applications of Artificial intelligence should contribute to the benefit of the
liberal society. There must be no compromise on existing and European values and
fundamental rights. Given the current GDPR and the Member States' discretion
with regard to the granting of fundamental rights assessment portals, Europe
currently has to reckon with reductions in such fundamental rights. Regulation
should target risks, but also strengthen trust and enable innovations to realize the

1'%, A well-functioning digital market'® is a

enormous value-added potential of A
prerequisite for the EU's competitiveness. A modern digital governance policy
must be based on a modern digital governance policy that supports digital change
through economic policy frameworks, while at the same time making it
competitively and socially sustainable. Increasingly, technology also determines
the struggle for international influence and thus becomes a decisive factor in
foreign policy. Europe must actively address its positioning as a digital design
power alongside the US and China technospheres. This is why Europe wants to
boost the construction of European digital diplomacy by establishing a Digital

Diplomacy Network between the foreign affairs of the Member States, led by the

193 Cfr. Bischof K. Kiing, Damit sie das Leben haben. Leben mit Gott Ehe und Familie Lebenschutz.

194 vgl. Deutscher Bundestag, Die parlamentarische Dimension der deutschen EU- Ratsprisidentschaft vom 1.Juli
bis zum 31. Dezember 2020.(Deutscher Bundestag, Infobrief PE 6- 3010- 061/20).

195 For a better understanding of the Italian financial science, financial law and public accounting Cfr. A.F.
Uricchio/ V.Peragine/ M. Aulenta, Manuale di Scienza delle Finanze, Diritto finanziario e contabilita pubblica,
Nel Diritto Editore, Roma.
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EEAS. Within European development cooperation, too, Europe wants to further
expand the possibilities of digitalisation and make use of it, for example by
promoting digital capabilities and data-driven markets in Africa.

6.1) Online platforms

The European Union is committed to modernising the 20-year-old EU legislation
on digital services and online platforms. << online platforms now play a central role
in our everyday lives, our economy and our democracy. This also engoes a greater
responsibility. Europe must be prepared to set its own rules. just as Executive Vice-
President Margarethe Vestager has already said that a meaningful and innovative
digital future must be designed. The current legal framework for digital services is
already too old. It helped to support the growth of digital services in Europe, but
has no answers to many of the pressing questions about the role and responsibility
of the largest Internet platforms in particular. Europe urgently needs a modernised
legal framework to stem the increasing regulatory fragmentation from member
state to Member State to ensure that all people within Europe are protected online
as well as offline. All European companies need a level playing field so that they can
grow and innovate and compete globally. The safety of users, which is paramount
and the guarantee of their fundamental rights, in particular their right to freedom
of expression, must be systematically safeguarded. The first regulation would
concern the principles of the e-commerce Directive, in particular as regards the
freedom to provide digital services throughout the EU internal market, in
accordance with the rules on the place of establishment, and a comprehensive
limitation of liability for user-generated content. With regard to these principles,
the Commission wants to make clear and modern rules on the role and obligations
of online intermediaries in force, including for non-European intermediaries
operating in the EU. A governance system is also needed to ensure that these rules

are properly implemented throughout the EU internal market'®

, while ensuring
respect for fundamental rights. The second measure concerns the issue of a level
playing field in the European digital markets, which currently have the role of
<<Gatekeeper>> by a few major online platforms. The Commission is invited to
examine rules aimed at addressing these market imbalances in order to give
consumers the widest possible choice and to continue to compete for digital
services in the single market and to incentivise innovation. The legal framework for

digital services has remained unchanged'®’ since the adoption of the e-commerce

196 Cfr. C.A.Giusti, La corporate governance delle societd a partecipazione pubblica, (2018).
197 Cfr. A.F. Uricchio/ V.Peragine/ M. Aulenta, Manuale di Scienza delle Finanze, Diritto finanziario e contabilita
pubblica, Nel Diritto Editore, Roma.
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directive in 2000. This Directive, which is a cornerstone for the regulation of digital
services within the EU, harmonised the principles relating to the cross-border
provision of services'’®. The Commission has also issued general guidance for
online platforms and Member States on how to deal with illegal online content in
the form of recommendations in 2018. However, further targeted measures need to
be taken to coordinate cooperation between online platforms, public authorities
and trusted organisations in areas such as combating illegal hate speech on the
Internet or ensuring that products offered to European consumers on the Internet
are safe. Europeans must be prepared to define online platforms.

6.2) Concepts of State Law and Economic Federalism

Federalism is referred to in state law as a form of organization of the state. The
inherentidea of the federal state is based on a division of political powers and, with
it, the state's performance of tasks between the Confederation and the member
states, which is reflected in a federal constitution. The hallmark of the division of
power between the federal government and the states is that both levels of
legislative law may also have jurisdiction. This distinguishes them from the so-
called territorial and functional self-governing bodies, to which only
administrative tasks within their own and/or delegated scope are assigned. States
in which the Member State element is lacking and are dualistly confronted by the
central state and a large number of territorial self-governing bodies are not
described as federalist from the point of view of state law. For the distribution of
tasks in the state and the selection of the financing arrangements necessary for
their financing, it is of considerable importance, which theoretical justification is
assumed with regard to the origin and purpose of the states. If it is assumed that
the states were historically present before the federal state and that the merger
with the federal state takes place subsidiarily, the political weight of the
corresponding states will have to be assessed differently from a consideration
which gives the confederation an overriding legal status, from which a modified
autonomy of the states is based.In the latter case, the member states are only
gradually distinguished from the territorial self-governing bodies of the
municipalities. The economic theories of federalism are not, by their very nature,
based on the legal quality of local authorities, but on the one hand on the
economically efficient fulfilment of public tasks by appropriate forms of

198 Europaische Kommission, Deutschland, Presse, Thre Meinung zum neuen EU-Gesetz fiir digitale Dienste
und Online- Plattformen ist gefragt.
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organization and, on the other hand, on the necessary financing systems'®’. When
examining the question at which territorial level certain public tasks can be most
efficiently provided, the concept of federalism is usually limited to a dual system of
tully decentralised units on the one hand and a fully centralised entity on the other.
Public budgets are then regarded as production units in respect of certain public
services which achieve their optimum application of public services in terms of size
of holdings, where marginal benefits and marginal costs are the same. Any
discrepancies between marginal benefits and marginal costs in terms of
performance lead to economically inefficient outputs and require an improvement
in the size of the holding in favour of centralisation or decentralisation. In this
view, only the character of an intermediate form of decentralization or
centralization is granted — depending on the viewer's point of view. In addition to
these above-mentioned aspects of the efficient provision of public budgets",
distributional arguments are also used for the establishment of federalist systems
from an economic point of view. Assuming that in a larger geographical area,
several states exist independently without legal link, and that some of these states
are richer and others are poorer again, it creates a number of economic or political
problems in certain circumstances™.

Global take-down: de-indexation and territoriality. A new Google case at the
Court of Justice

The legal reality at national and European level has focused — especially in recent
years — on the question of balancing the conflicting interests relating to the so-so-
good right to remember and the right to be forgotten. The right to be forgotten, that
is, the right of an individual to no longer be remembered for events that have been
the subject of news in the past, is also the requirement for his own anonymity,
where the public interest in knowing a fact / included in the time space necessary
to inform the community, fades until it disappears'. It is precisely on the basis of
these factors that the new dimension assumed by the right to be forgotten is

109 AF. Uricchio/ V.Peragine/ M. Aulenta, Manuale di Scienza delle Finanze, Diritto finanziario e contabilita
pubblica, Nel Diritto Editore, Roma.

0F L.Giambrone, Finanzfoderalismus als Herausforderung des Europarechts, Collana del Dipartimento Jonico
in Sistemi Giuridici ed Economici del Mediterraneo: societd ambiente e culture, (2020).

" A.F.Uricchio, Die zwischen der Haushaltsaufsicht, den auferordentlichen Finanzinstrumenten und der
sogenannten windfall taxes anfallenden kosten der sozialrechte, in A.F. Uricchio, F.L. Giambrone, Entwicklungen
im italienischen Steuerrecht als Herausforderung des neuen europdischen Entwicklungsprozesses, Cacucci editore,
2020.

2 A F.Uricchio, F.L. Giambrone, European Finance at the Emergency Test, Collana del Dipartimento Jonico
Sistemi Giuridici ed Economici del Mediterraneo: societd ambiente e culture, (2020).

13 C. A. Giusti, Global take-down: deindicizzazione e territorialitd. Un nuovo caso Google alla Corte di giustizia, p.
1.
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justified: the role played by the course of time, as an essential component,
undergoes profound change and with it also the interest underlying this right is
understood. The problem shifts from the need to avoid a new publication of
information previously disclosed to that of preventing it from being on the
internet¥; from the reference to a news that comes to the attention of the public to
another that, potentially, has never come out of it. In view of the above, it is clear
that search engine managers play a major role in the process of storing and
disseminating news. In essence, it is more than a real right to be forgotten, a right
not to be found easily’, understood as a specific and peculiar framing of the right to
be forgotten aimed at obtaining not the deletion of the data, but only its de-

indexation by search engines'

. This particular legal situation", as is now well
known, was the subject of the famous judgment of the European Court of Justice in
the Google Spain case, in which the Luxembourg courts for the first time expressly
ruled on the right of the person concerned to apply directly to the search engine
operator for deletion, from the list of results of a search carried out from his name,
'links to web pages published by third parties and containing information relating
to that person even if that name or such information is not previously / or
simultaneously deleted from the web pages in question, and where appropriate
even when their publication on those web pages is lawful in itself'. The right to de-
indexation of certain content on the web pages does not take account of the fact
that the information resulting from an Internet search is found to be incompatible
with Article 6, paragraph (1)(c)(d) and (e) of the Directive, either because they are
'inadequate, irrelevant or no longer relevant, or excessive in relation to the
purposes of the processing', or are kept in such a way as to allow the identification
of the persons concerned for a longer period of time than is necessary'’. The Court
of Justice seems to have established the almost absolute primaity of the right to
respect for one's private life and to the protection of personal data, ex Art. 7 and 8
ECHR, with regard to the freedom of expression and information, guaranteed by
Art. 11 of the same Charter"®. However, the Court of Justice identifies a twofold

" F. Russo, op. cit., p. 304; G. Finocchiaro, 11 diritto all’oblio nel quadro dei diritti della personaliti, in Dir.
inf., p. 593, (2014).

> F. Russo, Diritto all’oblio e motori di ricerca: la prima pronuncia dei Tribunali italiani dopo il caso Google
Spain, cit., 305.

16 C. A. Giusti, Global take-down: deindicizzazione e territorialitd. Un nuovo caso Google alla Corte di giustizia, p.
4.

" C. A. Giusti, Global take-down: deindicizzazione e territorialitd. Un nuovo caso Google alla Corte di giustizia, p.
5.

8 D, Miniussi, Il “diritto all’oblio”: i paradossi del caso Google, cit., 217; G. SCORZA, Corte di Giustizia e diritto
all’oblio, cit., p. 1481. Per un’analisi critica su questo aspetto si rimanda a O. POLLICINO, Un digital right to
privacy preso (troppo) sul serio, cit., p. 569 ss.; S. SICA — V. D’ANTONIO, La procedura di deindicizzazione,
cit., p. 714, specifying that those texts 'which show that the judgment in question is seriously deficient, in so
far as it offers a deeply restrictive view of Article 11 of the Charter of Fundamental Rights'.

T HECARDOZO

CELB |:iiiiioi

LAWEBULLETTIN

The Cardozo Electronic Law Bulletin 28 (Fall) 2022 74



C.A. Giusti, F.L. Giambrone «The Data Protection Framework in Germany»

limitation on the predomination of the right to deindicisation over that of the
public to find information on the web. This limitation can be traced back to: (i) the
hypothesis that it appears, for particular reasons (e.g. the role played by the person
concerned in public life), 'the interference in his fundamental rights is justified by
the prevailing interest of the public to have access ... the information in question';
(ii) the time elapsed since the publication of the information to see whether the
person concerned has a right to 'no longer be linked to his name at this stage'.

2. As is now known on the 'right to be forgotten', the Court of Justice ruled in its
judgment of 13 May 2014 (delivered in Case C-131/12), in the Google Spain SL case,
Google Inc. vs Agencia Espafiola de Proteccidon de Datos, Mario Costeja Gonzalez
(Case C-131/12)"°.

In fact, in this judgment, the Court has clearly expressed its opinion on the nature
and protections that must be reserved for a person whose information is unseeded
and made available by a search engine to the virtual people. Itis therefore a decision
whose scope concerns not so much the case of the right to be forgotten in its
entirety, but its application in relation to search engines and its declination as the
right to reduce one's telematic visibility, or 'right to deindicization', which

results'?®

. Moreover, this interpretation is in fact already anticipated by the fact
that precisely the term 'right to be forgotten' appears in an escapeive way, in order
to make room for that particular and marginal 'fragment' of the right to be
forgotten: the right to obscure certain search results associated with one's name
from search engine technologies, that is, a modern prerogative of its own and
exclusive prerogative of relations between internet users and search engine
managers. "Another important element of the decision — in order to determine the
primaity of the right to deindicisation over the right to information - is
undoubtedly the time that has sufficiently elapsed to make the data to be /or
deindicised no longer necessary in relation to the purposes for which they were
collected or processed. In different ways, it is worth noting that operator has
recognised the position of person responsible for the processing of personal data:
that is, the activity of finding public information or entered by third parties on the
Internet, in indexing them automatically, in storing it temporarily and, finally, in

9 A. F. Uricchio, F.L.Giambrone, Entwicklungen im italienischen Steuerrecht als Herausforderung des neuen
europdischen Entwicklungsprozesses, Collana del Dipartimento Jonico in Sistemi Giuridici ed Economici del
Mediterraneo: societd ambiente e culture, (2020).

120 See on this point I would refer you to C. A. GIUSTI, In addition to the right to be forgotten, paragraph 1-
10.

LR, BRAVO, Sul bilanciamento proporzionale dei diritti e delle liberta “fondamentali”, tra mer- cato e persona:
nuovi assetti nell’ordinamento europeo?, cit., p. 190,
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making it available to Internet users in a certain order of preference, where such
information contains personal data'.

A further not insignificant fact in relation to the territorial application of Directive
95/46 is that where the operator of a search engine opens a branch or subsidiary in
a Member State (in this case Google Spain) intended to promote and sell the
advertising space proposed by that search engine and the activity for which it is
directed to the inhabitants of a Member State, that activity constitutes a
'establishment’ of the person responsible for such processing in the territory of that
Member State. Although, in the context of google Spain, the Court chooses to give
priority only to the protection of the user's personal data or to the fundamental
rights of the 'wanted person' and subsequently 'indicated in the results', it is silent
on the question of the territoriality of the deletion, not in particular whether it is
necessary to deal differently with a search carried out at European rather than
world level; that is, in which area to limit the action of the search engine. And it is
precisely on the question of territoriality, as we will have the opportunity to better
represent later, that the new Google case brought to the attention of the Court of
Justice in Case C-507/17 (Google/ 2 CNIL)"*?, The question arises: whether or not
Google may be subject to a warning, in order to proceed with the request of a
natural person to deindex links obtained as a result of a specific search, starting
with the name of the person concerned, which are of good use to the person
concerned, taking due account of the importance for search engines of ensuring the
protection of the right of access to information and freedom of expression. In
particular, the question referred for a preliminary ruling by the Council of State

1225, SICA - V. D’ANTONIO, op.cit., p. 149.

123 For an examination of case v. M. SENOR, The global take-down being examined by the Court of Justice of
the European Union, in filodiritto.com, whose summary of the case we allow ourselves to report: "The case
stems from an appeal filed by Google Inc. for the annulment of a measure by which the CNIL (Commission
nationale de l'informatique et des libertés), the French Guarantor for the protection of personal data, has
issued a fine of 100 million euros against the American multinational for not complying with the order to
remove from all the domain names of the Google search engine the results relating to news "to be forgotten"
concerning a French citizen. In the run-up to the investigation before the CNIL, Google had proposed, as an
alternative solution to the so-called global de-listing, the option to use the geo-blocking technique, i.e. to
block access to the offending results through the identification of the IP address of the searcher, but the
proposal was rejected by the French Data Protection Supervisor as it was judged to be insufficiency to fully
safeguard the right to be forgotten by the data subject. In its appeal to the Conseil d'état, Google reiterated
its position that it was strongly opposed to the principle of global take-down, arguing that the CNIL's order
would violate the principles of courtesy and non-interference recognised by international law and would
represent a disproportionate intervention in relation to the freedoms of expression, information,
communication and the press guaranteed by Article 11 of the Declaration (French) of human and citizen
rights of 1789. , Article 11 of the Charter of Fundamental Rights of the European Union and Art. Article 10 of
the European Convention on Human Rights and Fundamental Freedoms. In the judgment before the Conseil
d'état, a number of civil rights associations were also set up, including the Wikimedia Foundation,
Microsoft, Fondation pour la liberté de la presse, reporters committee for freedom of the press and the
Internet Freedom Foundation, calling for the annulment of the CNIL's measure for violation of freedom of
expression.'

T HECARDOZO

CELB |:iiiiioi

LAWEBULLETTIN

The Cardozo Electronic Law Bulletin 28 (Fall) 2022 76



C.A. Giusti, F.L. Giambrone «The Data Protection Framework in Germany»

French and brought to the attention of the Court of Justice can be summarised as
follows: 'whether the 'right to delete’, as laid down by the Court of Justice in the
Google case, is to be interpreted as meaning that the operator of a search engine, in
following up an application for cancellation, is obliged to perform that operation
on all the domain names of its engine , so that the links at issue no longer appear,
irrespective of where the research initiated on the applicant's name is carried out,
and also outside the territorial scope of the Directive of 24 October 1995."

With regard to this question, Advocate General Maciej Szpunar , in his recently
published Opinion, sought to respond negatively to this question, arguing in
particular that a 9 differentiation is necessary depending on the place from which
the research is carried out; in particular, research requests made outside the
territory of the European Union should not be affected by the deindicisation of
research results. It would not be plausible, according to the Advocate General's
approach, for a broad interpretation of the provisions of EU law which would allow
them to have an effect beyond the territorial scope of the Member States. It is
therefore necessary to balance the fundamental right to be forgotten with the
legitimate interest of the public in having access to the information sought*.

If global de-indexation were to be accepted, the EU authorities would not be able
to define and determine the right to receive information, let alone balance it with
other fundamental rights of data protection and privacy. This is all the more so
since such an interest on the part of the public in having access to information will
necessarily vary from one third State to another, depending on its geographical
location. If it were possible to carry out global deindicisation, there would be a risk
that access to information would be prevented from being accessed by persons in
third countries and that, reciprocally, third states would prevent access to
information for persons in the Member States of the Union. A further profile to be
investigated in the light of the Google ¢/CNIL case concerns the question of the so-
called territoriality of deindicization and, in particular, the question arises: in what
context should the action of the search engine be limited? Advocate General
Szpunar, after answering the first question for a preliminary ruling, examined the
following questions: (i) whether the operator of a search engine, in following a
request for deletion, is required only to delete the disputed links that appear as a
result of a search carried out from the name of the applicant on the domain name
corresponding to the State in which the application is deemed to have been made
or, more generally, on the domain names of the search engine corresponding to the
national extensions of that engine for all Member States of the Union; (ii) if the

4F. L. GIAMBRONE, New fiscal, monetary, financial banking and capital perspectives of the European Union,
Universitd Aldo Moro di Bari, 39 Centro Interuniversitario “Popolazione, Ambiente e salute”, (2020).
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manager of a search engine, when he accepts a cancellation request, it is required
to delete, by the so-called 'geographical block' technique, from an IP address which
is deemed to be located in the state of residence of the beneficiary of the 'right to
delete', the disputed results of searches carried out from the name of the latter, or
even, more generally, from an IP address which is deemed to be located in one of
the Member States subject to Directive 95/46, irrespective of the domain name
used by the Internet user carrying out the search.

In particular, the question referred for a preliminary ruling by the French Council
of State and brought to the attention of the Court of Justice can be summarised as
follows: 'whether the 'right to delete’, as laid down by the Court of Justice in the
Google case, is to be interpreted as meaning that the operator of a search engine, in
following up an application for cancellation, is obliged to perform that operation
on all the domain names of its engine , so that the links at issue no longer appear,
irrespective of where the research initiated on the applicant's name is carried out,
and also outside the territorial scope of the Directive of 24 October 1995.

'With regard to this question, Advocate General Maciej Szpunar , in his recently
published Opinion, sought to respond negatively to this question, arguing in
particular that differentiation is necessary according to the place from which the
research is carried out; in particular, research requests made outside the territory
of the European Union should not be affected by the deindicisation of research
results. It would not be plausible, according to the general lawyer's approach, to
have a broad interpretation of the provisions of EU law which would allow them to
have an effect beyond the territorial scope of the Member States. It is therefore
necessary to balance the fundamental right to be forgotten with the legitimate
interest of the public in having access to the information sought*®. If global
deindicisation were to be accepted, the EU authorities would not be able to define
and determine the right to receive information, let alone balance it with other
fundamental rights of data protection and privacy. This is all the more so since such
an interest on the part of the public in having access to information will necessarily
vary from one third State to another, depending on its geographical location. If it
were possible to carry out global deindicisation, there would be a risk that access
to information would be prevented from being accessed by persons in third
countries and that, reciprocally, third states would prevent access to information
for persons in the Member States of the Union. A further profile to be investigated
in the light of the Google ¢/CNIL case concerns the question of the so-called
territoriality of deindicization and in particular the question arises: in what context

125 F.BRAVO, Sul bilanciamento proporzionale dei diritti e delle liberta “fondamentali”, tra mercato epersona:
nuovi assetti nell’ordinamento europeo?, cit., 190.
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should the action of the search engine be limited? Advocate General Szpunar, after
answering the first question for a preliminary ruling negatively, examined the
following questions: (i) whether the operator of a search engine, in following a
request for cancellation, is required only to delete the links at issue which appear
as a result of a search carried out from the applicant's name on the domain name
corresponding to the State in which the application is deemed to have been made
or, more generally, on the domain names of the search engine corresponding to the
national extensions of that engine for all The Member States of the Union; (i) if the
manager of a search engine, when he accepts a cancellation request, it is required
to delete, by the so-called 'geographical block' technique, from an IP address which
is deemed to be located in the state of residence of the beneficiary of the 'right to
delete', the disputed results of searches carried out from the name of the latter, or
even, more generally, from an IP address which is deemed to be located in one of
the Member States subject to Directive 95/46, irrespective of the domain name
used by the Internet user carrying out the search. The argument put forward by the
Advocate General is based on the assumption that, once the right to de-indexation
within the Union has been established, the operator of a search engine must take
all the measures at his disposal to ensure effective and complete de-indexation, at
the level of the territory of the European Union, including by the so-called
'geographical block' technique from an IP address which is deemed to be located
within a Member State of the Member States. , regardless of the domain name used
by the Internet user searching. In other words, the Lawyer argues that the deletion
must be carried out not at national level, but at European Union level, since
Directive 95/46 , which is part of an internal market logic, involving an area
without internal frontiers, undoubtedly aims to guarantee a high degree of
protection within the European framework, which in turn takes the form of the
creation of a complete system of data protection that crosses national borders.
Clearly, a deletion which would only be relevant at national level would run
counter to the objective of harmonisation and the practical effectiveness of the
provisions of Directive 95/46; without, among other things, noting that in the
application of Regulation 2016/679, that question does not even arise, since the
Regulation as such is 'directly applicable in all Member States'. Based on Article 16
TFEC, Regulation 2016/679 goes beyond the internal market approach of Directive
95/46 and aims to ensure a comprehensive system of protection of personal data
within the Union.

7) Conclusions
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Due to the decision of the Federal Court of Justice with regard to the teacher portal
<<spickmich>>, the highest judicial case law regarding personal evaluation
platforms is available for the first time. Although the judgment may give the best
of the first lines for their legal assessment, the balance between the right of
personality and freedom of communication will always depend on the platform
design in individual cases. Although this BGH (Federal Court) decision can
ultimately be understood as yes to teacher evaluation platforms, in Germany a
balance of interests is required in Germany in assessing the admissibility of specific
evaluation platforms. In its judgment, the Federal Court of Justice clearly
emphasised that freedom of expression is such a great asset that certain
impairments of the protection of personal rights are to be accepted. This is the idea
behind the concept of evaluation platforms, which may seem quite legitimate. The
rated ones turn the tables, so to speak, and subject their instructors to an
evaluation. However, it must be borne in mind that these notes can be allocated by
anyone who has an e-mail address and is therefore visible to the entire Internet
community. An important function is assigned access mechanisms, which are able
to deter users from retrieving the ratings without a legitimate interest in
information. Furthermore, the platform operators should not make the profiles
appear on the page and via search engines by entering the name. In the case of
abusive ratings or entries, error messages or other mechanisms must be used to
ensure that the corresponding contribution is cancelled. The fact that, despite the
existence of appropriate measures, individual assessors feel denounced will not be
avoided to the limit of insult or insult, in order to ensure the protection of the
freedom of expression on the Internet, which is constituted for the liberal-

¢ The German judiciary on evaluation

democratic basic order par excellence
platforms of teachers (spickmich.de and myprof.de) and doctors (jameda.de) has
determined the fundamental admissibility of such portals after careful
consideration of the interests between the right to informational self-
determination of the person concerned and the freedom to communicate.
However, the barrier to the legality of assessments is drawn where a risk of stigma
becomes apparent, exclusion is to be feared or a pillory effect can be achieved. It
was therefore also important for the assessment of the specific individual cases
that all platforms, by their technical design, provided for appropriate measures or
arrangements for dealing with conspicuous assessments. The Jameda judgment II
will probably apply to all evaluation portals. The verdict wrongly strengthens the

backs of the convicted. You can now more easily delete ratings. The portals can no

126 Gounalikis/ Klein, Zuldssigkeit von personenbezogenen Bewertungsplattformen- Die ,Spickmich“ Entscheidung
des BGH vom 23.6.2009, Neue Juristische Wochenschrift (NJW), 571(2010).
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longer rely on a simple examination, but must comply with their secondary burden
of presentation and, in the event of suspicion of misjudgment, request any
supporting documents. If this is not the case, they themselves could be prosecuted.
Thus, the BGH has contributed to the development of the complaint procedure
developed by itinto a detection procedure. In doing so, the assessment atissue was
purely expressing opinions'”. In the end, the BGH equates an opinion-expressing
assessment of a vulnerable statement of fact, as long as it lacks any basis'*®.On the
other hand, this probably does not place an undue burden on the portals: they are
not obliged to intervene until they have been asked to do so by the rated. They will
still not be charged for a pre-publication test. It must not be forgotten that their
own offer should now seem more reliable: portal visitors could end up giving more
confidence than before. In the end, therefore, this decision will not only be
sufficient to protect the assessor. Other users and the portal itself can also profit
from deleting incorrect assessments. The aim of the visitors is to inquire as much
as possible about a service and then decide whether they will claim the rated doctor
or the respective company. If they assume that they can no longer rely on the
reviews submitted on the Internet portal, there is no reason to visit the site. As a
result, you can no longer rely on the content of the portal. The result would be that
the number of visitors to the portals would probably decrease. If this were to
happen, no one would be helped. In the end, the Jameda II judgment has probably
provided more legal certainty for everyone'”.Furthermore, it could be stated that
in Jameda IIl judgments in the dispute in the order of a dentist from Hessen against
the evaluation portal Jameda, the Higher Regional Court of Hamm partially
amended the judgment at first instance. The Munich-based company has failed to
publish on its portal the claim that the plaintiff doctor forgoes information/advice.
On the other hand, the claim that prosthetics solutions are partly incorrect may
remain online for the time being. This was ruled by the Higher Regional Court of
Hamm in a judgment of 13.03.2018. The Higher Regional Court has considered it to
be proven that the patient from which the evaluation was initiated was apparently
informed by the dentist. This would be apparent from the patient records on the
treatment submitted to the file. However, if the patient could be informed, the
assessment on the portal that the dentist foregoes education/advice is incorrect.
That is why the Munich-based company must be prevented from publicly

27 For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
A.F. URICCHIO, Efficacia della convenzione europea dei diritti dell’'uomo nell’ ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

28 Herrmann/ Schwarz, Kommentar zu BGH, jameda .de I, Wirtschaft in Recht und Praxis (WRP) 6/2016.
2 BGH, Betreiber eines Arztebewertungsportals hat erhéhte Priifpflichten, Meldung der beck-aktuell-
Redaktion vom 1.03.2016.
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disclosing such a false fact™°

.Furthermore, the patient's assertion that the dentist's
prosthetic solutions were partly false, the accuracy of which was questioned, could
not be established by the Senate during the summary examination in the
preliminary injunction procedure. Insofar as doctors perform their treatments
without errors, however, patients notice a mistreatment in evaluation portals and
portal operators do not cancel the remark and in the urgent procedure without
expert opinion there is not a sufficient probability with regard to the untruth of the
finding, here with regard to an internet search of the name of the doctor at worst
as hit of the search engine <<Mistreatment>> or solutions of Dr. x were partly
wrong or similar. This can have a huge impact on the existence of the doctor in
question. Instead of ensuring greater transparency in health care, such
assessments can lead to manipulation of the perception of flawless medical
performance. This does not in any way contribute to providing the patient with the
information he considers necessary when looking for a doctor. A non-truthful
statement of fact can remain published on the Internet, as the doctor does not
intend to proceed further due to costs and withstands expensive expert reports®".

The content was classified here as a statement of fact, the untruth of which was not
sufficiently likely without expert opinions. In fact, there was no clear
mistreatment®”?. It was difficult to ass to know whether incorrect treatment had
actually been carried out, as the OLG (Higher Regional Court) Hamm was unable
to do so without receiving an expert report. The average reader of the review will
assume that a mistreatment was actually carried out and assume that it was rather
serious and that the doctor therefore did not have it deleted™’. This is to the
detriment of the doctor-seeker in many respects, as it does not help him to decide
who meets the desired requirements for the required treatment and personal
preferences™. This makes it even more difficult to find the right doctor for the
desired treatment and the underlying purpose of the search is unfounded. As
already stated, the opening clause in Article 85 GDPR continues to refer a crucial
question of the broad field of data protection to the 28 Member States' regulations

130 BGH, Betreiber eines Arztebewertungsportals hat erhéhte Priifpflichten, Meldung der beck-aktuell-
Redaktion vom 1.03.2016.

B! OLG Hamm, Stdrerhaftung des Betreibers eines Arztebewertungsportals, Zeitschrift fiir IT- Recht und
Recht der Digitalisierung (MMR) 766, 769 (2018).

2 For a better understanding of the effectiveness of the European Convention on Human Rights in Italy Cfr.
A.F. URICCHIO, Efficacia della convenzione europea dei diritti dell’'uomo nell’ ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.

13 For a deep understanding of the European values F.L.GIAMBRONE, Aspekte des tiirkischen Familienrechts
unter Wiirdigung familienrechtlicher Rechtsinstitute aus Italien und Osterreich. Eine Rechtsvergleichung, (2016).
B4 A. F. Uricchio/ F. L. Giambrone, Schlussfolgerungen, in A.F. Uricchio, F.L.Giambrone, Entwicklungen im
italienischen Steuerrecht als Herausforderung des neuen europdischen Entwicklungsprozesses, Cacucci editore,
2020.
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by the EU legislature®®, and thus that corresponding area of regulation is allocated
to the Member States. It can therefore be concluded that, with regard to this field
of weighing, the objective of comprehensive harmonisation has failed. As
mentioned above, the above problem is due to the fact that the EU has so far failed

to actin the areas of freedom of expression'*

, the press and freedom of information
in the Member States and has not been able to fully justify competence. Even today,
there are no broad substantive provisions on these regulatory areas within the
framework of binding pan-European data protection legislation in Europe*”.The
fragmentation within Europe seems too diverse, and the divergence of the GDPR
within the Member States is still too extensive. With regard to the question of how
courts are to assess the business model of evaluation platforms in the future, it can
be stated that the latter should be guided by European fundamental rights when
filling the scope for implementation. This balance, to be carried out by the national
legislators, is, in effect, a question of individual, divergent freedoms, which in the
European legal systems are delimited by the protection areas of fundamental
rights. The problem is also due to the fact that the scope for implementation
granted by the opening clause cannot be distinguished from a margin for
transposition granted by a directive. National courts must follow the EC]J's
approach, if European law does not provide for any scope for implementation, and
European fundamental rights should be applied. However, such an agency
situation does not exist in Article 85 GDPR (General Data Protection Regulation).
However, the EC] believes that Fundamental European fundamental rights should
also be used in cases where details are regulated by the Member States or where
they can choose between several options - i.e. where there is room for
implementation. European harmonisation is also desirable, for example, because
standards of protection for journalists and artists in parts of Europe have been
increasingly softened in the recent past. This is clear from the media legislative
reforms in Hungary and Poland. European harmonisation would ensure legal
certainty with regard to legal entities. In the final place, it is advisable to apply the
European fundamental rights standard from the GRCh with regard to the scope for
implementation and then to examine the design of the balancing task under Article
85 GDPR. A major reason for this is the guarantee of a uniform fundamental rights

1% For a better understanding oft he corporate governance of public owened companies cfr. C. A. Giusti, La
corporate governance delle societd a partecipazione pubblica.

B¢ Cfr. Ch. Smekal, Verschuldungsbeschrinkungen und Verschuldungsverhalten der Gebietskorperschaften. Ein
Vergleich zwischen der Bundesrepublik Deutschland und Osterreich, in, G.Kirsch/ Ch. Smekal/ H. Zimmermann,
Beitrige zu 6konomischen Problemen des Féderalismus.

7 OLG Hamm, Stérerhaftung des Betreibers eines Arztebewertungsportals, Zeitschrift fiir IT-Recht und
rEcht der Digitalisierung (MMR), 766, 769 (2018).
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standard”® within the EU and its Member States. The national courts of the
Member States must comply with the case law of the ECJ in order to apply
European uniform law. With regard to the GDPR, as in the case of other regulations,
the result of a European fundamental rights standard is particularly
recommendable, since it is a regulation with narrow scope for design and not a
directive. The form of regulation adopted and adopted allows the national
legislator to be more bound to the European canon of fundamental rights as a
feature of unification. As has already been mentioned, the principle of subsidiarity
should be better applied. According to this principle, the lower or smaller local
authorities should be given priority if preference or frustration costs play a better
role than production deployment costs and can thus be reduced. However, the
interpretation of the principle of subsidiarity in the EU Treaties is more
problematic. Whenever the EU level can fulfil competences equally well or better
than the national levels, it should exercise the appropriate competence. However,
in this respect, the EU is obliged to demonstrate the benefit”*’. It alone could better
pay for data protection in Europe. The EU™ has also spoken out about
strengthening the EU's digital and technological sovereignty. Europe must take a
leading role, which means that it has more powers in order for ecological and
digital change to occur'*'. By amending the Lisbon Treaty, Member States could
renounce a certain part of their competences and transfer them to the EU**. Such a
loss of sovereignty would only be justified for the protection of European citizens.
This would strengthen democratic values and respect our fundamental rights'®,
thereby contributing to a sustainable, climate-neutral and resource-efficient
economy. Some thoughts should be adressed towards a possible global take down
and GDPR. According to Art. 3 of the GDPR, with reference to the territorial scope
of application it is established that <<'l. This Regulation shall apply to the
processing of personal data carried out in the course of the activities of an
establishment by a data controller or data controller in the Union, whether or not
the processing is carried out in the Union. 2. This Regulation shall apply to the
processing of the personal data of data subjects in the Union, carried out by a data

18 For a deep understanding of the European values Cfr. Bischof K. Kiing, Damit sie das Leben haben. Leben mit
Gott Ehe und Familie Lebenschutz.

139 Cfr. Carloalberto Giusti, La gestione delle sopravvenienze contrattuali, rinegoziazione e intervento giudiziale,
2018.

10 For a deep understanding of the European values Cfr. Bischof K. Kiing, Damit sie das Leben haben. Leben
mit Gott Ehe und Familie Lebenschutz.

! Europaische Kommission, Mitteilung der Kommission an das Europiische Parlament, den Rat den
Européischen Wirtschafts-und Sozialausschuss und den Auschuss der Regionen, Gestaltung der digitalin
Zukunft Europas, COM (2020) 67 final.

142 A F.Uricchio, F.L Giambrone, European Finance at the Emergency Test, (2020).

3 A, F. Uricchio, Efficacia della convenzione europea dei diritti dell'uomo nell’ ordinamento italiano con particolare
riguardo ai diritti del contribuente, in AA.VV., Dialoghi con Ugo Villani, Cacucci.
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controller or data controller who is not established in the Union, where the
processing activities concern: or (b) monitoring of their behaviour to the extent
that such behaviour takes place within the Union. 3. This Regulation shall apply to
the processing of personal data carried out by a data controller who is not
established in the Union, butin a place subject to the right to a Member State under
publicinternational law.' Well, in the light of the new rules that came into force on
25 May 2018, the question must be asked whether — in a similar case — the
considerations made by the Advocate General in Case C-507/17 can in any case be
shared by the Court. As stated in the text of the conclusions, the questions raised
by the referring court concern the interpretation of the provisions of Directive
95/46 and not those of Regulation 2016/679. This Regulation, which applies from
25 May 2018, repealed the Directive with effect from that date; In view of the fact
thatin french administrative procedural law, the law applicable to a dispute is that
applicable on the date of the contested decision, there is no doubt that Directive
95/46 will apply to the main proceedings. The Court of Justice is therefore called
upon to interpret the provisions of that directive. Article 10 of the Directive is
applicable to the Article 3 of the GDPR enshrines the principle of extraterritoriality
of the right to the protection of personal data; It provides for the applicability of the
Regulation for the processing of data subjects in Europe even if the holder or person
responsible is not established in the Union'*. Furthermore, Rule 17 of the Rules of
Procedure regulates the right to cancellation by establishing that it does not apply
in the event that the processing is necessary for the exercise of freedom of
expression and information and, among others, for reasons of public interest in the
field of public health, for the purposes of archiving in the public interest, historical
research, scientific or statistical research. The right to be forgotten as conceived
after the Google Spain ruling, moreover, has been transposed into the European
Regulation on the protection of data No 679/2016 (GDPR) where art. 17, under the
heading 'right to delete', the data subject has the right to obtain from the data
controller the deletion of personal data concerning him without unjustified delay,
if: (i) the need for it to be processing is removed,; (ii) the data subject withdraws the
consent on which the processing is based; (iii) and there is no other legitimate
reason to proceed with the same. European legislation also lays down cases in
which the person concerned cannot exercise the right to be forgotten for facts
concerning him in the presence of two hypotheses. The first occurs if the processing
of personal data is carried out for the exercise of the right to freedom of expression
and information; the second is in the event that the processing is carried out for the

44 C.A.Glusti, Global take-down: deindicizzazione e territorialitd. Un nuovo caso Google alla Corte di Giustizia,
p-20.
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performance of a legal obligation provided for by Union law or of the Member State
to which the data controller is subject, or for the performance of a task carried out
in the public interest or in the exercise of public authority by the data controller.
According to the Advocate General, a distinction should be made according to the
place from which the research is carried out, excluding the possibility of applying
the right to cancel in the event that searches are carried out outside the territory of
the Union. This would certainly apply, in accordance with the approach adopted,
to the provisions of Directive 95/46. The question, at this point, is whether these
conclusions can also be adopted with regard to the GDPR Regulation, where Article
3 is the legal basis for a unilateral extension of the scope of the regulation'*>. What
matters is the presence of the territory of the Union'®, by means of an
establishment, a holder or person responsible, together with the fact that the
processing must take place in the context of the activities of that establishment.
The solution proposed by the Advocate General excludes the possibility of
worldwide de-indexation, however, by reason of the provisions of Article 3, the
extraterritorial applicability of the GDPR could lead to the possibility of worldwide
de-indexation, or at least a geographical blockage, if in the balance between
fundamental rights, and in particular between the right to the protection of
personal data and private and private life, the legitimate interest of the public in
accessing sought-after information, the conditions, is the first to prevail. However,
precisely in terms of balancing rights, in the light of the innovative provisions
contained in the Regulation, it cannot be reaffirmed that, unlike Directive
95/46/EC, Article 95/46/EC does not provide for the principle of equal treatment

147

for men and women'”’. Article 17(3) expressly provides that the right to cancellation

4> On the territorial scope of the GDPR, see the considerations of M. VALER], Territorial- 322 rial scope of the
GDPR, the EDPB guidelines: here are the critical nodes, in agendadigitale.eu. EDPB guidelines confirm the
application of gdpr to the processing of personal data in the context of activities carried out by a holder or
manager in an establishment located in the European Union and regardless of whether this establishment
takes place in the Union or not.

46 EU-Komm, Brissel, den 19.2.2020 COM(2020) 67 final, according to which, digital technologies, as
advanced as they may be, are just one tool. They cannot solve all our problems. Yet they make things possible
that were unimaginable a generation ago. The success of Europe's digital strategy will be measured by our
ability to use these tools to create public goods for European citizens.

The data-agile economy and its enormous transformation potential will affect us all, and Europe stands
ready to reap the full benefits of this. However, in order to make the digital transformation a success, we
need to create the right framework conditions to ensure trustworthy technologies, to give companies
confidence in digitization and to give them the skills and resources they need for this process. Coordinating
the efforts of the EU, Member States, regions, civil society and the private sector is crucial to achieve this and
to strengthen Europe's leading role in the digital field. Europe can embrace this digital transformation and
help shape global standards in technological development and, more importantly, ensure the inclusion and
respect of every single person. Digital transformation can only work if it benefits everyone, not just a few. It
is a truly European project — a digital society based on European values and Rules — that can serve as a real
inspiration for the rest of the world.

7 C.A.Giusti, Global take-down: deindicizzazione e territorialitd. Un nuovo caso Google alla Corte di Giustizia,
p-20.
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shall not apply where processing is necessary for the exercise of freedom of
expression and information and, among other things, for reasons of public interest
in the field of public health, for the purposes of archiving in the public interest,
historical research, scientific or statistical research. Having said that, in a
hypothetical balance of these rights, we will have, on the one hand, the right to be

forgotten, considered in Europe'®

to be a fundamental right of the universally
protectable person, and, on the other hand, a series of equally fundamental rights,
or, on the other hand, purely national public interests which, in fact, would also be
applied, as a result and for the effects of balance, beyond European borders. The
principle of extraterritoriality laid down for data protection would therefore also
be imposed with regard to the other rights and interests at stake and would lead to
the paradox that, in order to guarantee the right to be forgotten by a European
citizen, the fundamental rights (in particular freedom of expression and

information) of citizens of the rest of the world would potentially be harmed'’.

148 EU Kommission, MITTEILUNG DER KOMMISSION AN DAS EUROPAISCHE PARLAMENT, DEN RAT, DEN
EUROPAISCHEN WIRTSCHAFTS- UND SOZIALAUSSCHUSS UND DEN AUSSCHUSS DER REGIONEN
Gestaltung der digitalen Zukunft Europas, according to which, a strategy for global cooperation in the
digital field aims to propose a European approach to digital transformation, building on our long and
successful history of technology, innovation and inventiveness, building on European values, including
openness, to project these values onto the international stage and work with our partners. It will also reflect
the EU's efforts in Africa and other parts of the value of achieving the Sustainable Development Goals,
digitisation for development ("Digital4Development") and capacity building.

49 On this point we refer to the analysis carried out by M. SENOR, The Global Take-Down under
consideration by the Court of Justice of the European Union, in medialws.eu. See also S. BONAVITA - R.
PARDOLESI, GDPR and right to cancellation (oblivion), in Danno e resp., 2018

T HECARDOZO

CELB |:iiiiioi

LAWEBULLETTIN

The Cardozo Electronic Law Bulletin 28 (Fall) 2022 87



